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ABOUT ME

Associate  P rofessor U niversity of Twente

D esign and Analysis of C ommunication S ystems

Interest: network management, measurements, security

E M AN IC S  R esearch leader

IF IP  W G 6.6  chair
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ABOUT EMANICS

E uropean S ixth F ramework N etwork of E xcellence
FP 6-2004-IS T-026854-N oE  

1  January 2006 ->  31  D ecember 2009

M anagement of the  Internet and C omplex S ervices

E M AN IC S  themes:
• M anagement Foundations

• M anagement Technologies
• M anagement Applications
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EMANICS MEMBERS
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KTH , R oyal Institute  of Technology

O slo U niversity C ollege
U niversita t P olitecnica  de  C ata lunya

U niversity of Federa l Armed Forces M unich
Institute  of Bioorganic C hemistry P AS  –  P oznan

S upercomputing and N etworking C enter
U niversity of Zürich

Ludwig-M aximilian U niversity M unich
U niversity of S urrey ->  U niversity C ollege London
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EMANICS STRUCTURE

  
 

Integration
Activities

 
 

Dissemination
Activities 

Joint Executed
Research  
Activities 

WP1 - Vision and Integration Programme

WP7 - Scalable Management 

WP8 - Economic Management 

WP9 - Autonomic Management 

WP5 - Standardization and Technology Transfer

WP2 - Virtual Laboratory and Common Testbeds

WP3 - Conferences Outreach and Education

WP4 - Electronic Dissemination Environment 

WP6 - Open Source Initiatives and Joint Software Development 

WP0 - Project Management and Scientific Animation



OVERVIEW OF TODAY

S N M P  S TATU S
30 M IN U TE S

H O W  IS  S N M P  BE IN G  U S E D  IN  P R AC TIC E
30 M IN U TE S

W H AT AR E  TH E  P R O BLE M S  O F  S N M P
15 M IN U TE S

O V E R V IE W  O F N E TC O N F
15 M IN U TE S

W E B S E R V IC E S  FO R  M AN AG E M E N T
60 M IN U TE S

KE Y  C H ALLE N G E S  IN
N E TW O R K M AN AG E M E N T R E S E AR C H

60 M IN U TE S
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BACKGROUND MATERIAL

• P O D C AS T / R E AL M E D IA P R E S E N TATIO N S
http://www.simpleweb.org/tutoria ls/video/

• S LID E S
http://www.simpleweb.org/tutoria ls/slides.html

• E X E R C IS E S
http://www.simpleweb.org/tutoria ls/exercises.html
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SNMP STATUS

O V E R V IE W  M AN AG E M E N T S TAN D AR D S
• C M IP -C M IS

H IS TO R Y
• G E N E R AL M AN AG E M E N T P R O TO C O LS

• S N M P  - O V E R ALL
• S N M P  - R E C E N T H IS TO R Y

R FC s AN D  S TAN D AR D S

S N M P  P R O TO C O L O P E R ATIO N S

O TH E R S
• JM X

• TM  FO R U M
• O AS IS
• IE E E

• ...
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OVEVIEW MANAGEMENT STANDARDS

IS O
• C M IP -C M IS

IE TF
• S N M P  (V 1-3), S M I (V 1-2), M IB M odules

• S Y S LO G
• N E TC O N F

ITU -T
• TM N

D M TF
• W BE M /C IM

O TH E R S
• JM X

• TM  FO R U M
• O AS IS
• IE E E

• ...
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HISTORY MANAGEMENT STANDARDS

1980 1982 1984 1986 1988 1990 1992 1994 1996 1998 2002

IETF

ISO

ITU-T

2000 2004 2006 2008 2010 2012

SNMP

OSI

TMN

DMTF
WBEM/CIM

NETCONF
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SNMP HISTORY - OVERVIEW
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SNMP HISTORY - RECENT

2000 2001 2003 2005 2006 2007

IAB workshop

SNMPv3

SMIng

2008 20092002 2004

SMIv2

EOS WG

full

standard

full

standard

COPS-PR / SPPI

RFCs

IRTF-NMRG

NETCONF

YANG / NETMOD

ISMS

http://www.utwente.nl
http://www.simpleweb.org/


UNIVERSITY OF TWENTE
The  SimpleWeb

STANDARDS

S M I
• S TR U C TU R E  O F M AN AG E M E N T IN FO R M ATIO N

• S M Iv1: R FC  1155 (S TAN D AR D )
• S M Iv2: R FC  2578 (S TAN D AR D )

S N M P
• S N M P v1: R FC  1157 (H IS TO R IC )

• S N M P v2C : R FC  1901, 1909, 1910 (H IS TO R IC )
• S N M P v3: R FC  3411-3416 (S TAN D AR D )

M IBs
• H U N D R E D S  O F M IB M O D U LE  D E FIN IT IO N S

• M O S T AR E  P R O P O S E D  S TAN D AR D
• S O M E  AR E  D R AFT S TAN D AR D

• A FE W  AR E  S TAN D AR D

http://www.utwente.nl
http://www.simpleweb.org/
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SNMP STANDARDS

O TH E R

SNMP APPLICATIONS

SNMP ENGINE

M E S S AG E  P R O C E S S IN G

S U BS Y S TE M
D IS P ATC H E R

S E C U R ITY

S U BS Y S TE M

AC C E S S  C O N TR O L

S U BS Y S TE M

SNMP ENTITY

RFC 3413

RFC 3411

RFC 3412 RFC 3412 USM: RFC 3414 VACM: RFC 3415

http://www.utwente.nl
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SNMP STANDARDS - CONTINUED

R FC  3416:

• V E R S IO N  2  O F  TH E  S N M P  P R O TO C O L O P E R ATIO N S

• FU LL S TAN D AR D

R FC  4789:

• S N M P  TR AN S P O R T M AP P IN G S

• FU LL S TAN D AR D

http://www.utwente.nl
http://www.simpleweb.org/
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SNMP PROTOCOL OPERATIONS

getNext

response

M IB

manager agent

set

response

M IB

manager agent

get

response

M IB

manager agent

getBulk

response

M IB

manager agent

trap

M IB

manager agent

response

inform

M IB

manager "agent"

http://www.utwente.nl
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GET

S IM ILAR  TO  S N M P v1, E X C E P T FO R  “E X C E P TIO N S ”

P O S S IBLE  E X C E P TIO N S :
• noS uchO bject

• noS uchInstance

E X C E P TIO N S  AR E  C O D E D  W ITH IN  TH E  V AR BIN D S

E X C E P TIO N S  D O  N O T R AIS E  E R R O R  S TATU S  AN D  IN D E X

manager agentget

response

M IB

http://www.utwente.nl
http://www.simpleweb.org/


GET-NEXT

S IM ILAR  TO  S N M P v1, E X C E P T FO R  “E X C E P TIO N S ”

P O S S IBLE  E X C E P TIO N S :
• endO fM ibV iew

manager agentgetNext

response

M IB



GET-BULK

N E W  IN  S N M P v2

TO  R E TR IE V E  A LAR G E  N U M BE R  O F V AR BIN D S

IM P R O V E S  P E R FO R M AN C E !

manager agentgetBulk

response

M IB



GET-BULK

getBulk R E Q U E S T H AS  TW O  AD D IT IO N AL P AR AM E TE R S :
• non-repeaters

• max-repetitions

• TH E  F IR S T  N  E LE M E N TS  (non-repeaters) O F  TH E  V AR BIN D  LIS T
AR E  TR E ATE D  AS  IF  TH E  O P E R ATIO N
W AS  A N O R M AL getnext O P E R ATIO N

• TH E  N E X T E LE M E N TS  O F TH E  V AR BIN D  LIS T
AR E  TR E ATE D  AS  IF  TH E  O P E R ATIO N

C O N S IS TE D  O F  A N U M BE R  (max-repetitions)
O F  R E P E ATE D  getnext O P E R ATIO N S



SET

S IM ILAR  TO  S N M P v1

C O N C E P TU AL TW O  P H AS E  C O M M IT:

• P H AS E  1: P E R FO R M  V AR IO U S  C H E C KS

• P H AS E  2: P E R FO R M  TH E  AC TU AL S E T

M AN Y  N E W  E R R O R  C O D E S  AR E  D E FIN E D

manager agentset

response

M IB



NEW ERROR CODES FOR SETS

wrongValue

wrongEncoding

wrongType

wrongLength

inconsistentValue

noAccess

notW ritable

noC reation

inconsistentName

resourceUnavailable

genErr

CommitFa iled

undoFailed

badValue

badValue

badValue

badValue

badValue

noSuchName

noSuchName

noSuchName

noSuchName

genErr

genErr

genErr

genErr

SNMPv1 SNMPv2

PHASE 1:

PHASE 2:



TRAP

S N M P v1:
• C O LD  S TAR T
• W AR M  S TAR T

• LIN K D O W N
• LIN K U P

• AU TH E TIC ATIO N  FAILU R E
• E G P  N E IG H BO R  LO S S

S N M P v2:
• M IBs M AY  N O W  IN C LU D E  N O TIF IC ATIO N  TY P E  M AC R O S

• F IR S T  TW O  V AR BIN D S : sysU ptime AN D  snmpTrapO ID
• U S E S  S AM E  FO R M AT AS  O TH E R  P D U s

manager agent

trap

M IB



EXAMPLE OF NOTIFICATION TYPE MACRO

linkU p  NOTIFICATION-TYPE
OBJECTS {ifIndex}
STATUS current
DESCRIPTION "A linkU p trap signifies that the  entity

has detected that the  ifO perS tatus
object has changed to U p"

::= {snmpTraps 4}



INFORM

C O N FIR M E D  TR AP

O R IG IN ALLY  TO  IN FO R M  A H IG H E R  LE V E L M AN AG E R

S AM E  FO R M AT AS  TR AP  P D U

P O S S IBLE  E R R O R : tooBig

manager "agent"

Response

inform
M IB



REPORT

N E W  P D U  TO  S IG N AL P R O TO C O L E X C E P TIO N S  / E R R O R S

N O  S E M AN TIC S  D E FIN E D  IN  S N M P v2

manager agent

report



SNMP - SUMMARY

C O M P AR E D  TO  S N M P v1, IM P R O V E D  C O M M U N IC ATIO N  M O D E L
• G E T-BU LK P D U

• AD D IT IO N AL E R R O R  C O D E S  FO R  S E TS
• IN FO R M S  (C O N FIR M E D  TR AP S )

S E C U R ITY
• S N M P v1 & v2: C O M M U N ITY  BAS E D  (H IS TO R IC )

• S N M P v3: U S E R  BAS E D
• N O N E , AU TH E N TIC ATIO N , P R IV AC Y

M AN AG E R -AG E N T M O D E L
• M AN AG E M E N T H IE R AR C H IE S  AR E  P O S S IBLE  (D IS M AN )
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SNMP PROBLEMS

O V E R V IE W :

20 P R O BLE M S  ID E N TIF IE D  AT  TH E  IAB W O R KS H O P

TH R E E  FU N D AM E N TAL P R O BLE M S

E X AM P LE
• C R E ATIN G  A N E W  TABLE  R O W

C AN  P R O BLE M S  BE  F IX E D ?
• C O P S -P R

C opyright ©  2008 by Aiko Pras

These sheets may be used for educational purposes
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20 PROBLEMS IDENTIFIED AT IAB WORKSHOP - 1

RFC 3535

IM P O S S IBLE  TO  R E TR IE V E  C O M P LE TE  C O N FIG U R ATIO N S
• IM P O S S IBLE  TO  C O M P AR E  TO  P R E V IO U S  C O N FIG U R ATIO N S

• IM P O S S IBLE  TO  C H E C K FO R  C O N S IS TE N C Y

• U S U ALLY  IN C O M P LE TE  C O V E R AG E  V IA S N M P

• N O  D IFFE R E N TIAT IO N  BE TW E E N  C O N FIG U R ATIO N  AN D  S TATE  D ATA

Q U ALITY  O F  S N M P  IM P LE M E N TATIO N S  S O M E TIM E S  P O O R
• D ATA N O T ALW AY S  C O R R E C T

• S O M E TIM E S  C R AS H E S

M IB IM P LE M E N TATIO N S  AP P E AR  TO O  LATE
• O P E R ATO R S  H AV E  TO  R E LY  O N  C LI

O P E R ATO R S  V IE W  S N M P  IN TE R FAC E S  TO O  LO W  LE V E L
• T IM E  C O N S U M IN G  AN D  IN C O N V E N IE N T

http://www.utwente.nl
http://www.simpleweb.org/
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20 PROBLEMS IDENTIFIED AT IAB WORKSHOP - 2

LE X IC O G R AP H IC  O R D E R IN G  S O M E TIM E S  AR TIF IC IAL
• R U N TIM E  O V E R H E AD

• IM P LE M E N TATIO N  C O S TS

P O O R  P E R FO R M AN C E  O F BU LK TR AN S FE R S
• E X AM P LE : R O U TIN G  TABLE S

P O O R  P E R FO R M AN C E  O F C E R TAIN  Q U E R IE S
• IN  C AS E S  D E S IG N E R S  D ID  N O T AN TIC IP ATE  S U C H  Q U E R IE S

• E X AM P LE : W H IC H  O U TG O IN G  IN TE R F AC E  IS  U S E D  FO R  D E S TIN ATIO N  X ?

S N M P  C R E D E N TIALS  AN D  KE Y  M AN AG E M E N T C O M P LE X
• N O T IN TE G R ATE D  W ITH  E X IS T IN G  AP P R O AC H E S

S M I
• H AR D  TO  D E AL / N O T V E R Y  P R AC TIC AL

M IB M O D U LE S  O V E R -E N G IN E E R E D
• TO O  M AN Y  V AR IABLE S

http://www.utwente.nl
http://www.simpleweb.org/
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20 PROBLEMS IDENTIFIED AT IAB WORKSHOP - 3

TR AP S  N O T V E R Y  U S E FU L
• S U BS E Q U E N T G E TS  S T ILL N E E D E D

• S Y S LO G  M O R E  U S E FU L

S N M P  IN S TR U M E N TATIO N  H AR D  TO  IM P LE M E N T
• E S P E C IALLY  W ITH  TABLE  IN D E X IN G  / IN TE R R E LATIO N S H IP S

M IB M O D U LE S  LAC K D E S C R IP T IO N  O F P O S S IBLE  U S AG E
• LIS T  O F  IN G R E D IE N TS , W ITH O U T R E C IP E

N O  S TR U C TU R E D  TY P E S  / O BJE C T M E TH O D S
• C O M P LE X  M IB M O D U LE  D E S IG N  AN D  IM P LE M E N TATIO N

LAC K O F Q U E R Y  AN D  AG G R E G ATIO N  C AP ABILIT IE S
• N O  D ATA R E D U C TIO N

• E FF IC IE N C Y  AN D  S C ALABILITY  P R O BLE M S

S N M P  P R O TO C O L AN D  AG E N T S IM P LIC ITY
• C O M P LE X ITY  IS  LE FT  TO  TH E  M AN AG E R

http://www.utwente.nl
http://www.simpleweb.org/
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20 PROBLEMS IDENTIFIED AT IAB WORKSHOP - 4

S E M AN TIC  M IS M ATC H
• M IB IS  LO W -LE V E L, D ATA O R IE N TE D
• M AN AG E R S  TH IN K TAS K O R IE N TE D

• BR ID G IN G  TH E  G AP  IS  P O S S IBLE , BU T H AR D

N O T W E LL S U ITE D  FO R  C O M P LE X  D E V IC E S
• S N M P  W O R KS  W E LL FO R  S M ALL D E V IC E S

N O  IN C E N TIV E  FO R  V E N D O R S  TO  IM P LE M E N T S N M P  M IBS
• C LI G E TS  P R E C E D E N C E

• N O T ALL C LI C O M M AN D S  AR E  AV AILABLE  V IA M IB M O D U LE S
• U N D E R M IN E S  TH IR D  P AR TY  S TAN D AR D  S O LU TIO N S

S TAN D AR D S  FR E E ZE  D E V E LO P M E N T
• R AP ID  FE ATU R E  D E V E LO P M E N T N O T P O S S IBLE

http://www.utwente.nl
http://www.simpleweb.org/
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FUNDAMENTAL PROBLEM - 1

IF EVERYTHING FAILS, MANAGEMENT SHOULD STILL FUNCTION

NO USE OF EXISTING SECURITY MECHANISMS

• C R E D E N TIAL AN D  KE Y  M AIN TE N AN C E  IS  H AR D

http://www.utwente.nl
http://www.simpleweb.org/


FUNDAMENTAL PROBLEM - 2

USE OF UDP

MESSAGES ARE LIMITED IN SIZE

• O BJE C TS  AR E  TH E R E FO R E  S M ALL (S C ALAR S )

• G R AN U LAR ITY  LE V E L TO O  LO W  FO R  C O N FIG U R ATIO N  M AN AG E M E N T

• N O  C O M P LE X  D ATA S TR U C TU R E S

UNRELIABLE COMMUNICATION

• R E TR AN S M IS S IO N  BY  AP P LIC ATIO N



FUNDAMENTAL PROBLEM - 3

MULTIPLE MANAGERS MAY OPERATE CONCURRENTLY

SYNCHRONIZATION IS HARD

• R owS tatus

• snmpS eria lN o 



EXAMPLE

1) S E LE C T / C R E ATE  IN D E X

2) S E T  R owS tatus O BJE C T TO  createAndWait

3) S E T  C O LU M N  F IE LD S
P O S S IBLY  IN C LU D E  IN  E V E R Y  S E T  P D U  snmpS eria lN o

4) S E T  R owS tatus O BJE C T TO  active

IN  C AS E  O F E R R O R S
R E S TO R IN G  A P R E V IO U S  S TATE  M AY  BE  D IFF IC U LT

IN D E X R owS tatusC O LU M N  NC O LU M N  ...C O LU M N  1



HOW TO FIX THE PROBLEMS

E V O LU TIO N AR Y

IR TF
• N E TW O R K M AN AG E M E N T R E S E AR C H  G R O U P  (N M R G )

• S N M P  O V E R  TC P
• E FF IC IE N T  R E TR IE V AL O F  BU LK D ATA

• IM P R O V E D  S M I

IE TF
• E V O LU TIO N  O F  S N M P  (E O S ) W G

• S M I N E X T G E N E R ATIO N  (S M Ing) W G
• C O M M O N  O P E N  P O LIC Y  S E R V IC E S  P R O TO C O L - P O LIC Y  P R O V IS IO N IN G  W G

R E V O LU TIO N AR Y

IE TF
N E TW O R K C O N FIG U R ATIO N  (N E TC O N F) W G

• X M L BAS E D

R E S E AR C H  C O M M U N ITY
• W E B-S E V IC E S  BAS E D



COPS-PR

C O M M O N  O P E N  P O LIC Y  S E R V IC E S  P R O TO C O L - P O LIC Y  P R O V IS IO N IN G

P O LIC Y  IN FO R M ATIO N  BAS E

S TR U C TU R E  O F P O LIC Y  P R O V IS IO N IN G  IN FO R M ATIO N

S P P I

P O LIC Y

D E C IS IO N

P O IN T

P O LIC Y

D E C IS IO N

P O IN T

C O P S -P R

PEP PEP PEP

PDP

PIB PIB PIB



COPS-PR

• IN TE N D E D  FO R  C O N FIG U R ATIO N  M AN AG E M E N T

• TE C H N O LO G Y  C O M P AR IBLE  TO  S N M P

• O BJE C TS  H AV E  H IG H E R  G R AN U LAR ITY  (TABLE  R O W S )

• S IN G LE  O P E R ATIO N  TO  AD D  O R  D E LE TE  TABLE  R O W S

• R E LIABLE  C O M M U N IC ATIO N  BE TW E E N  P D P  AN D  P E P  (BE C AU S E  O F TC P )

• E AC H  P E P  IS  C O N N E C TE D  TO  S IN G LE  P D P



UNIVERSITY OF TWENTE
The  SimpleWeb

NETCONF BACKGROUND

IAB N E TW O R K M AN AG E M E N T W O R KS H O P  (JU N E  2002): 

• S N M P  IS  U S E D  FO R  M O N ITO R IN G

• S N M P  IS  H AR D LY  U S E D  FO R  C O N FIG U R ATIO N  M AN AG E M E N T

• O P E R ATO R S  D O  N O T W AN T TO  C O N FIG U R E  S M ALL O BJE C TS

• O P E R ATO R S  W AN T TO  O P E R ATE  O N  C O M P LE TE  “C O N FIG U R ATIO N S ”

• FO R  C O N FIG U R ATIO N  M AN AG E M E N T, O P E R ATO R S  S T ILL R E LY  O N  C LI

• C LI S C R IP TS  AR E  H AR D  TO  W R ITE  / M AIN TAIN , H O W E V E R

• AP P R O AC H E S  LIKE  JU N O S C R IP T  AR E  M O R E  ATTR AC TIV E

C opyright ©  2008 by Aiko Pras

These sheets may be used for educational purposes

http://www.simpleweb.org/tutorials/copyright.html
http://wwwhome.cs.utwente.nl/~pras
http://www.utwente.nl
http://www.simpleweb.org/
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OPERATOR’S CONFIGURATION MANAGEMENT MODEL

Network-Wide
Configuration

Database

Configuration Data
Translator
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Policy Management
Systems

Service Management
Systems

Network
Topology

Information

Network Status &
Performance
Information

http://www.utwente.nl
http://www.simpleweb.org/
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JUNOSCRIPT API

IN TR O D U C E D  2001

X M L E N C O D E D  R P C  C ALLS

R U N S  O V E R  S S H  O R  TE LN E T

R E S P O N S E S  C AN  BE  F ILTE R E D  U S IN G  C O M M O N  TO O LS  LIKE  X P ATH

R E S P O N S E S  C AN  BE  D IS P LAY E D  U S IN G  C O M M O N  TO O LS  LIKE  X S LT  / C C S

JU N IP E R  “IN TE G R ATE D ” C LI & X M L IN TE R FAC E

rendering
management

X M L
parser

daemon
C LI

X M L

in
s

tru
m

e
n

ta
tio

n

http://www.utwente.nl
http://www.simpleweb.org/


UNIVERSITY OF TWENTE
The  SimpleWeb

JUNOSCRIPT RPC CALL - EXAMPLE

<rpc>
   <get-interface-information>
      <statistics/>
   </get-interface-information>
</rpc>

<rpc-reply>
  <interface-information>
     <InOctets>123456</InOctets>
     <InErrors>789</InErrors>
     <OutOctets>654321</OutOctets>
     <OutErrors>0</OutErrors>
  </interface-information>
</rpc-reply>

http://www.utwente.nl
http://www.simpleweb.org/
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NETCONF CHARTER

• S O LU TIO N S  FO R  C O N FIG U R ATIO N  M AN AG E M E N T

• P R O G R AM M ATIC  IN TE R FAC E

• TE X TU AL D ATA R E P R E S E N TATIO N

• BAS E D  O N  X M L TE C H N O LO G Y

• IN TE G R ATE S  W ITH  E X IS T IN G  U S E R  AU TH E N TIC ATIO N  M E TH O D S

• IN TE G R ATE S  W ITH  E X IS T IN G  C O N FIG U R ATIO N  D ATABAS E  S Y S TE M S

• S U P P O R TS  N E TW O R K W ID E  C O N FIG U R ATIO N  TR AN S AC TIO N S

LO C KIN G  IS  M AN D ATO R Y

 R O LL-BAC K IS  O P T IO N AL

• IN D E P E N D E N T O F A D ATA D E FIN IT IO N  LAN G U AG E

AG R E E M E N T O N  S U C H  LAN G U AG E  M AY  N O T H AV E  BE E N  E AS Y

2007: Y AN G  / 2008  N E TM O D  

http://www.utwente.nl
http://www.simpleweb.org/
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FEATURES

• O P E R ATE S  O N  D O C U M E N TS , IN S TE AD  O F O BJE C TS
G R AN U LAR ITY  LE V E L IS  TH E R E FO R E  H IG H

• O P E R ATIO N S  TO  R E TR IE V E  AN D  P ATC H  C O N FIG U R ATIO N S

• M U LTIP LE  C O N FIG U R ATIO N S  M AY  E X IS T

• S E C U R ITY  IS  P R O V ID E D  AT  LO W E R  LAY E R S
U S E  O F  TC P  / S S H

U S E  O F  E X IS T IN G  S E C U R ITY  M E C H AN IS M S

http://www.utwente.nl
http://www.simpleweb.org/


NETCONF LAYERED MODEL

C O N TE N T

O P E R ATIO N S

R P C

TR AN S P O R T

X M L C O N FIG U R ATIO N  D ATA

<get-config> , <edit-config>

<rpc> , <rpc-reply>

S S H *, H TTP S , BE E P

LAY E R S E X AM P LE



CONFIGURATION DATA:

<R U N N IN G > C O N FIG U R ATIO N

• IS  M AN D ATO R Y

<S TAR TU P > C O N FIG U R ATIO N

<C AN D ID ATE > C O N FIG U R ATIO N



NETCONF OPERATIONS

• G E T-C O N FIG  (S O U R C E , F ILTE R )

• E D IT -C O N FIG (TAR G E T, O P T IO N S , C O N FIG )

• C O P Y -C O N FIG (S O U R C E , TAR G E T)

• D E LE TE -C O N FIG (TAR G E T)

• G E T(F ILTE R )

• V ALID ATE (S O U R C E )

• LO C K(S O U R C E )

• U N LO C K(S O U R C E )

• C O M M IT(C O N FIR M E D , C O N FIR M E D -T IM E O U T)
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WEB SERVICES FOR MANAGEMENT

W H Y  W E B S E R V IC E S ?

W H AT AR E  W E B S E R V IC E S ?

E X AM P LE  & P E R FO R M AN C E

TO O LS

C O N C LU S IO N S

C opyright ©  2008 by Aiko Pras
These sheets may be used for educational purposes

http://www.utwente.nl
http://www.simpleweb.org/
http://www.simpleweb.org/tutorials/copyright.html
http://wwwhome.cs.utwente.nl/~pras


WHY WEB SERVICES?

E V O LU TIO N  O F  S N M P  FAILE D

N E W  TE C H N O LO G IE S  AR E  N E E D E D

W E B S E R V IC E S  M AY  BE C O M E  TH E  M O S T IM P O R TAN T

M ID D LE W AR E  TE C H N O LO G Y

W ILL BE C O M E  AV AILABLE  O N  ALL FU TU R E  P LATFO R M S

W ILL BE  AP P LIE D  FO R  M AN Y  KIN D S  O F AP P LIC ATIO N S

IM P LE M E N TATIO N  O F W S  AP P LIC ATIO N S  IS  R E LATIV E LY  S IM P LE

M AN Y  S KILLE D  D E V E LO P E R S

M AN Y  TO O LS

FU TU R E  M AN AG E M E N T E X P E R TS

C AN  C O N C E N TR ATE  O N  M AN AG E M E N T AP P LIC ATIO N S

IN S TE AD  O F M AN AG E M E N T TE C H N O LO G Y  



WHY WEB SERVICES?

SOME FACTS

M AN Y  P R O G R AM M IN G  LAN G U AG E S  H AV E  W S  LIBR AR IE S

P AR T O F D E V E LO P M E N T P LATFO R M S : .N E T , S U N -O N E , JBU ILD E R

W S  S U P P O R T IN C LU D E D  IN  W IN D O W S  / O FF IC E

C ALLIN G  A W S  FR O M  E X C E L TAKE S  4  LIN E S  O F  C O D E

C O M P AR E  TH IS  TO  S N M P !

THE KEY TO SUCCESS WILL BE EASE OF USE!



WHY WEB SERVICES?

THE HYPE

IR TF-N M R G
N etwork M anagement R esearch G roup

O AS IS
W eb S ervices D istributed M anagement

O G S I
 O pen G rid S ervices Infrastructure  W orking G roup

P AR LAY  G R O U P
P arley-X

M AN Y  R E S E AR C H  G R O U P S
 



OVERVIEW

W H Y  W E B S E R V IC E S ?

WHAT ARE WEB SERVICES?

E X AM P LE  & P E R FO R M AN C E

TO O LS

C O N C LU S IO N S



WHAT ARE WEB SERVICES?

W E B S E R V IC E S  C O M P O N E N TS

P R O TO C O L S TAC K

M AIN  W 3C  S P E C IF IC ATIO N S

S TR U C TU R E  W S D L D E FIN IT IO N

O P E R ATIO N  S TR U C TU R E

D ATA TY P E S

AD V AN C E D  FE ATU R E S



WEB SERVICES COMPONENTS

CLIENT

W eb

service

W eb

service

W eb

service

UDD I

REPOS ITORY

SOAP /W SDL



WEB SERVICES COMPONENTS FOR MANAGEMENT

M AN AG E R

B

S erver

A

R outer

C

P C

"M IB"

R E P O S ITO R Y

S O AP /W S D L

"LO C AL AC C E S S "

R E P O S ITO R Y



STACK DIAGRAM

P rocesses
D iscovery, Aggregation, C horeography ...

D escriptions
W eb S ervices D escriptions (W S D L)

M essages

S O AP  E xtensions
R eliability, C orre la tion, T ransactions, ...

S O AP
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C ommunications
H TTP , S M TP , FTP , ...



MAIN W3C DOCUMENTS

W eb S ervices D escription Language (W S D L)
W 3C  R ecommendation - V ersion 2 .0  - 2007

• P art 0 : P rimer
• P art 1 : C ore  Language

• P art 2 : Adjuncts

S O AP
V ersion 1 .2  - W 3C  R ecommendation - 2007

• P art 0 : P rimer
• P art 1 : M essaging Framework

• P art 2 : Adjuncts

X M L S chema
W 3C  R ecommendation - 2004

• P art 0 : P rimer
• P art 1 : S tructures
• P art 2 : D atatypes

http://www.w3c.org/TR/xmlschema-1/
http://www.w3c.org/TR/xmlschema-2/
http://www.w3.org/TR/soap12-part0/
http://www.w3.org/TR/soap12-part1/
http://www.w3.org/TR/soap12-part2/
http://www.w3.org/TR/soap12-part0/
http://www.w3.org/TR/soap12-part1/
http://www.w3.org/TR/soap12-part2/
http://www.w3c.org/TR/xmlschema-0/


STRUCTURE WSDL DEFINITION

ABS TR AC T IN TE R FAC E  TO  TH E  W E B S E R V IC E

Independent of a  specific
transport protocol

BIN D IN G

To associate  the  abstract interface
 with a  transport protocol 

and W eb address

S E R V IC E

To associate  the  abstract interface
 with a  W eb address 



STRUCTURE WSDL DEFINITION

ABSTRACT INTERFACE - EXAMPLE

<message name="getIfInO ctetsR equest">
<part name="community" type="xsd:string"/>
<part name="index" type="xsd:unsignedInt"/>

< /message>

<message name="getIfInO ctetsR esponse">
<part name="ifInO ctets" type="xsd:unsignedInt"/>

< /message>

<interface  name="IfD ataS ervice Interface">
<operation name="getIfInO ctets">

< input message="myns:getIfInO ctetsR equest"/>
<output message="myns:getIfInO ctetsR esponse"/>

< /operation>
< /interface>



STRUCTURE WSDL DEFINITION

BINDING TO A PROTOCOL - EXAMPLE

<binding name="ifD ataS erviceBinding"
interface="myns:IfD ataS ervice Interface">

<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>  

<operation  name="getIfInO ctets">

<soap:operation soapAction=""/>

< input>
<soap:body use="encoded" namespace="urn:..."

encodingS tyle="http://schemas.xmlsoap.org/soap/encoding/"/>  

< /input>

<operation>

< /binding>

<output>
<soap:body use="encoded" namespace="urn:..."

encodingS tyle="http://schemas.xmlsoap.org/soap/encoding/"/>  

< /output>



STRUCTURE WSDL DEFINITION

SERVICE AT A WEB ADDRESS - EXAMPLE

<service  name="ifD ataS ervice" interface="myns:IfD ataS ervice Interface">

<endpoint name="ifD ataS erviceE ndpoint"
binding="myns:ifD ataS erviceBinding"

<soap:address location="http://my.webservice.com/ifData/"/>  
< /endpoint>

< /service>



MODULAR WSDL STRUCTURE

IF  M O D U LE

ABS TR AC T

IN TE R FAC E S getIfTable

<message ...

<operation ...

IF  BIN D IN G

SOAP

<import IF  M O D U LE

<binding ...

M Y  M G T. S E R V IC E

http://...

<import IF  BIN D IN G

<service

IP  M O D U LE

getRouteTable

<message ...

<operation ...

IP  BIN D IN G

SOAP

<import IP  M O D U LE

<binding ...

< import IP  BIN D IN G

STANDARDIZED

SITE SPECIFIC



POSSIBLE MESSAGE STRUCTURE

ifInO ctets

ifO utO ctets

ifTable iP Table

All

getiFO utO ctets

getiF InO ctets

getiFTable

getAll

C O AR S E
• get(O ID , instance, ...)
• set (O ID , instance, ...)

• ...

F IN E
• getAll(...)

• getIfTable(...)
• getIfInO ctets(index, ...)

• getIfO utO ctets(index, ...)
• ...



POSSIBLE MESSAGE PARAMETERS

N O N -TR AN S P AR E N T
getIfInOctets(index, amount)

• D ata  parsed at W S D L leve l
• O ne leve l of standards: W S D L

• Less flexible
• E asy integration with standard applications

• S imple  users (home environments)

TR AN S P AR E N T
getIfInOctets(string)

• D ata  parsed by higher leve l application
• D ata  could be  X M L encoded

• Two leve ls of standards: W S D L operation & X M L data
• P owerful (e .g. X P ATH  / X Q U E R Y )

• H arder to use (professional operators)



DATA TYPES

anyS impleTypeall complex types

anyType

duration dateT ime time date gY earM onth gY ear gM onthD ay gD ay gM onth

boolean base64Binary hexBinary float double anyU R I Q N ame N O TATIO N

integer

string

normalizedS tring

decimal

nonP ositive Integer long nonN egative Integertoken

negative Integerlanguage N ame N M TO KE N

N C N ame N M TO KE N S

ID R E F E N TITYID

ID R E FS E N TIT IE S

unsignedIntshort

unsignedS hortbyte

unsignedByte

int positive IntegerunsignedLong



ADVANCED FEATURES

TR AN S AC TIO N S
• Business Transaction P rotocol (O AS IS )

• W S -C oordination +  W S -Transaction (BE A, IBM , M S )

• W S -C omposite  Application Framework (Arjuna, Fujitsu, IO N A, O racle , S un) 

S E C U R ITY
• W S -S ecurity (IBM , O AS IS )

C H O R E O G R AP H Y  / O R C H E S TR ATIO N
• X LAN G  (M S ), W S FL (IBM )

• BP E L4W S  (IBM , M S , BE A)

• W S C I (S U N , ...)

• W 3C



OVERVIEW

W H Y  W E B S E R V IC E S ?

W H AT AR E  W E B S E R V IC E S ?

EXAMPLE & PERFORMANCE

TO O LS

C O N C LU S IO N S



EXAMPLE

P R O TO TY P E

• ifTable
G etIfC ell

G etIfC olumn
G etIfR ow

G etIfTable

• gS O AP  (2 .3 .8 )

• N et-S N M P  (V 5.0 .x) D ata  re trieva l functions

• D ebian Linux, kernel v2 .4 .22 , 800  M hz P entium



EXAMPLE

<complexType name="G etIfTableR esponse">
   <sequence>
      <e lement name="ifE ntry" type="utM on:ifE ntry" minO ccurs="1" maxO ccurs="unbounded"/>
   < /sequence>
  < /complexType>

<message name="G etIfTableR equest">
   <part name="commuity" type="xsd:string"/>
< /message>

<message name="G etIfTableR esponse">
   <part name="sizeTable" type="xsd:int"/>
   <part name="ifE ntry" type="utM on:ifE ntry"/>
< /message>

<portType name="G etIfTableS erviceP ortType">
  <operation name="G etIfTable">
    <documentation>S ervice  definition of function utM on__G etIfTable< /documentation>
    < input message="tns:G etIfTableR equest"/>
    <output message="tns:G etIfTableR esponse"/>
  < /operation>
< /portType>



EXAMPLE

<complexType name="ifE ntry">
   <sequence>
    <e lement name="ifIndex" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifD escr" type="xsd:string" minO ccurs="1" maxO ccurs="1" nillable="true"/>
    <e lement name="ifType" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifM tu" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifS peed" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifP hysAddress" type="xsd:string" minO ccurs="1" maxO ccurs="1" nillable="true"/>
    <e lement name="ifAdminS tatus" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifO perS tatus" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifLastC hange" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifInO ctets" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifInU castP kts" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifInD iscards" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifInE rrors" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifInU nknownP rotos" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifO utO ctets" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifO utU castP kts" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
    <e lement name="ifO utE rrors" type="xsd:unsignedInt" minO ccurs="1" maxO ccurs="1"/>
   < /sequence>
< /complexType>



OVERVIEW

W H Y  W E B S E R V IC E S ?

W H AT AR E  W E B S E R V IC E S ?

E X AM P LE

PERFORMANCE

TO O LS

C O N C LU S IO N S



PERFORMANCE - BANDWIDTH

4000
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7000

objects

octets

0 67 133 20016610033

compressed
Web services

compressed
SNMP

Web services

Get

GetBulk

GetNext



PERFORMANCE - CPU TIME - CODING & COMPRESSION

1

2

3

4

5

objects0 67 133 20016610033

6

7
time (ms)

WS compression

XML coding

BER coding

zlib / gSOAP (V2.3.8) / Net-SNMP (5.0.9)



PERFORMANCE - CPU TIME - CODING & DATA RETRIEVAL

1

2

3

4

5

objects0 67 133 20016610033

6

7
time (ms)

SNMP data retrieval

WS data retrieval

BER codingXML coding

zlib / gSOAP (V2.3.8) / Net-SNMP (5.0.9)



PERFORMANCE - MEMORY USAGE

Note: zlib / gSOAP (V2.3.8) / Net-SNMP (5.0.9)

instructions
data

static dynamic

S N M P 1972 KB 128 KB 70 - 160  KB
W eb services 580 KB 470 B 4 KB



PERFORMANCE - ROUND-TRIP DELAY - 1

1 22 66 270

WS 1,7 2,6 10,3 36,5

WS-Comp 3,3 4,3 5,6 11,8

SNMP-1 0,4 1 ,6 3 ,9 21 ,1

SNMP-2 0,4 1 ,9 5 ,0

SNMP-3 0,5 1 ,6 4 ,2

SNMP-4 0,5 1 ,7 4 ,4

SNMP-5 0,5 1 ,8 4 ,8

SNMP-6 0,7 2 ,2 5 ,7

SNMP-7 0,8 1 ,8 2 ,9

SNMP-8 0,9 1 ,6 3 ,9

SNMP-9 0,9 6 ,6 18 ,5

SNMP-10 1,1 1 ,8 3 ,4 58 ,5

SNMP-11 1,2 2 ,9 6 ,7

SNMP-12 1,3 2 ,7 5 ,4

SNMP-13 1,5 14 ,0 40 ,1

SNMP-14 1,6 5 ,0 15 ,1

SNMP-15 1,7 4 ,2 9 ,6

SNMP-16 2,7 44 ,5 127,6 178,7

SNMP-17 2,7 47 140,4 251,7

SNMP-18 3,5 17,2

SNMP-19 3,7 24 ,3 77 ,9

SNMP-20 4,1 76 ,7 100,8

SNMP-21 11,1 83,7 243,0

SNMP-22 11,3 238,7 727,6

SNMP-23 87,7 1822,2



PERFORMANCE - ROUND-TRIP DELAY - SNMP GET

250 ms

185 ms

60 ms

20 ms

GET

275 objects100 200



PERFORMANCE - ROUND-TRIP DELAY - SNMP GETBULK

BULK

250 ms

185 ms

60 ms

20 ms

275 objects100 200
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TOOLS

gSOAP

WASP

easySOAP++

.NET

JBuilder

SunOne



OVERVIEW

W H Y  W E B S E R V IC E S ?

W H AT AR E  W E B S E R V IC E S ?

E X AM P LE  & P E R FO R M AN C E

TO O LS

CONCLUSIONS



CONCLUSIONS

E V O LU TIO N  O F  S N M P  FAILE D

W E  N E E D  R E V O LU TIO N

W E B S E R V IC E  IS  AN  IN TE R E S TIN G  TE C H N O LO G Y

M AN Y  IS S U E S  S T ILL U N C LE AR

TO P IC  FO R  FU TU R E  R E S E AR C H

P E R FO R M AN C E  O F  W E B S E R V IC E S

M AY  N O T BE  A P R O BLE M



RESULTS OF THE

IRTF-NMRG Workshop

Challenges for Future Research on 
Network and Service Management

Aiko Pras

University of Twente

a.pras@utwente.nl



OVERVIEW

• Network management Taxonomy
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Goal

Define a taxonomy to organize the network and 
systems management research in order to:

• Classify/characterize the research in our area using a 
common, stable list of topics (keywords)

• Help authors to select meaningful keywords 

• Identify appropriate reviewers for conference papers and 
journal articles review

• Track the interest of authors and reviewers in regards to 
the several topics of the area
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Approach

Define a stable, two-level hierarchy of topics:

• First-level topics cover different dimensions of 

management 

– What should be managed (e.g., networks, services)

– Which aspects should be managed (e.g., security, accounting)

– How it should be managed (e.g., distributed, centralized)

– How to implement it (e.g., which protocols?)

– Which techniques should be used (e.g., simulation)

• Second-level topics specialize the first-level topics
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First-Level Topics
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• Functional Areas

• Management Approaches

• Technologies

• Methods
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

1.1. Ad hoc networks
1.2. Wireless & mobile networks
1.3. IP networks
1.4. LANs
1.5. Optical Networks
1.6. Sensor Networks
1.7. Overlay Networks
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

2.1. Multimedia service management
 (e.g., voice, video)
2.2.  Data service management
 (e.g., email, web)
2.3.  Hosting (virtual machines)
2.4.  Grids
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Second-Level Topics
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• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

3.1. Legal & ethical issues
3.2. Process management
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

4.1. Fault management
4.2. Configuration management
4.3. Accounting management
4.4. Performance management
4.5. Security management
4.6. SLA management
4.7. Event management
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

5.1. Centralized management
5.2. Distributed management
5.3. Autonomic and self management
5.4. Policy-based management
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

6.1. Protocols
6.2. Middleware
6.3. Mobile agents
6.4. P2P
6.5. Grid
6.6. Data, information, and semantic modeling
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Second-Level Topics
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Second-Level Topics

• Network Management

• Service Management

• Business Management

• Functional Areas

• Management Approaches

• Technologies

• Methods

7.1. Control theories
7.2. Optimization theories
7.3. Economic theories
7.4. Machine learning and genetic algorithms
7.5. Logics
7.6 Probabilistic, stochastic processes, 
 queuing theory
7.7. Simulation
7.8. Experimental approach
7.9. Design
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Key research challenges
As identified at the 2006 NMRG/EMANICS workshop

Joint IRTF/NMRG and EMANICS workshop

• 19-20 October 2006, Utrecht

• Article in IEEE communications magazine, October 2007

IRTF/NMRG:

• Chartered in 1999 (chair: Jürgen Schönwälder)

• Foster discussion between IETF, operators and researchers



Workshop Goals

Goals:

• Bring together researchers, operators, vendors and 
technology developers

• Identify promising future directions of network 
management research.

• Outcome should be a description of research directions 
that is felt worthwhile to explore in the next 5 years.

Non-goal:

• Define what management standards are needed now



Workshop Organization

• Invitation via NMRG list to submit position statements

• 20 participants:
– Alcatel/Lucent, Avaya, Cisco, Ericsson, HP, Huawei, NEC

– Orange France Telecom, Korea Telecom, Switch, Tiscali

– Researchers from EMANICS, as well as from elsewhere

– 60% from Europe

• Day 1: presentation / discussion of position statements

• Day 2: parallel vendor / operator / researcher sessions

• Day 2: plenary discussion of session results



Research challenges

• Management models

• Distributed monitoring

• Data analysis and visualization

• Economic aspects of management

• Uncertainty and probabilistic approaches

• Ontologies

• Behavior of managed systems



Management models

• We understand:

– Manager-Agent approach (client-server)

– Hierarchical management (DisMan, TMN)

• We do not understand

– Fully distributed management (P2P, ad-hoc)

– Autonomic and Self-* technologies
(auto-configuration, stability of control loops)



Distributed monitoring

• Examples of what is needed:

– track number/quality of VoIP calls

– find best proxies / peers (P2P)

• Goal: a lightweight, distributed monitoring layer 
offering aggregates of local info to applications

– Sum, average, extreme, percentile, histogram, …

– Difficulty: bandwidth and CPU usage -> lightweight!

– Find trade-offs

– Tree-based versus gossip-based protocols



Data Analysis and Visualization

• We can create:

– Topology maps for small networks

– Static time series plots

• We have problems with:

– Maps for large, multi-layer networks

– Online analysis at Tbps

– Visualization of anomalies

– Real-time, interactive visualization techniques 
(zooming, filtering, correlating)



Economic Aspects

• Most researchers focus on technical solutions

• Limited research into the operational costs of 
such technologies:

– IntServ/DiffServ versus overprovisioning

• Research needed on models to estimate costs

• Network management is risk management



Uncertainty and Probability

• Many researchers focus on deterministic 
approaches

• Scalability problems force us to rethink in terms 
of uncertainties and probabilistic approaches:

– Probabilistic SLAs / statistical guarantees

– Manager may not have a complete overview

• How to decide between probabilistic and 
deterministic approaches?



Ontologies

• Data modelling is believed to be 
understood

• Research is needed:

– If / how ontologies can be effectively used to 
automate the implementation of management 
interfaces

– If / how ontologies can help to check / enforce 
policies and behaviour



Behavior of Managed Systems

• Management models usually represent state:

– MIBs, CIM

• Research is needed to model and manage 
behavior:

– Normal versus abnormal behavior

– Detect resource failure, intrusions, …

– Design self-stabilizing systems
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Key research challenges
Some private thoughts

• Focus too much on design of technologies

• We do not understand the basics (anymore)

• Researchers hardly measure

• There is little interaction with operators



Focus too much on design
of technologies

• Too many papers on these already

• Yet another approach

• Problem definition generally weak

• Comparison with alternatives generally missing

• Community needs common metrics

• Basic assumptions not well defined

– 90% of the papers on self* do not define the term

– 10% of the papers on self* give obvious definitions



We do not understand the 
basics (anymore)

Example: Autonomic management

• Some claim this is the core of the future Internet

• Others claim there is nothing new

• 2007 Dagstuhl workshop

– Day 1: what is autonomic (compared to self*, autonomous)

– Day 2: what is management?

Community need books / teaching material
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What is management?

• Network management is the act (art) of initializing monitoring and 
modifying the operation of the primary network functions [Pras]

• Network management includes all the activities needed to keep the 
network running and evolving in such a way that it both satisfies the 
user needs and the provider constraints [Festor]

• Network management determines the supervision of networked 
systems to ensure that they behave according to some pre-defined 
goals [Stiller]

• A management system is a distributed system that monitors and 
controls another distributed system [Stadler] 
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What is management? - Discussion
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• Should there be a human being in the loop?

– brainware
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What is management? - Discussion

• Should there be a human being in the loop?

– brainware

• What is the difference with control?

– management operates on large time-scales? 

• Can management functions be included into the design?

– or should management be added in the operational phase?
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Management and cyclic design
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1st cycle 2nd cycle ... nth cycle

time

Increase of “management” functionality



From explicit to implicit management
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Centralized

Distributed

Explicit Implicit
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Researchers hardly measure

• How can you manage, without knowing?

• Network traces are essential

• Capturing data is hard

– Gbps

– From packet to (sampled) flows

• Example: security management

– Many researchers still use DARPA’99 data

• Lot of work needs to be done!

–
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Interaction with operators

• Only operators know the problems

• Getting data requires a trust relationship

• Invest in such relationships!

• Join projects!
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