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Introduction

Separation Logic: ownership predicates (Boyland)

h,o E E <5 E
if and only if
h([E]o) = ([E']o,7’) and m < =’

*heaps are associated with permissions 7 € (0,...,1]
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Separation Logic: the “small axioms”

Reading from shared memory:

x ¢ fv(E, E')
F{P[x/E'|NE < E'}x:=[E]{PNE < E'}

Writing to shared memory:

F{E<S —}[E] :=E'{ESE}
Splitting and merging ownership predicates:
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Introduction

CSL: Concurrent Separation Logic (Peter O'Hearn)

{P1} 5 {91} {P2} 5 {92}
{P1xPr} 51 || S2{Q1 + o}

*plus some extra conditions, which are omitted
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Model-based abstraction

Owicki-Gries: by auxiliary state

How to verify this program?

x=x+1 || x=x+1;
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{x=A4+BANA=0AB=0}
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Extending separation logic
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Program abstractions

m Process algebra with data (based on mCRL2)

m Capturing shared program state

m Built from actions with contracts (guards and effects)

Action definition Process definition

guard true; process parincr := incr || incr;
effect x = old(x) + 1;
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Model-based abstraction

Owicki-Gries: by model-based abstraction

Program abstractions

m Process algebra with data (based on mCRL2)

m Capturing shared program state

m Built from actions with contracts (guards and effects)

Action definition Process definition

guard true; requires true;
effect x = old(x) + 1; ensures x = old(x) + 2;
action incr; process parincr := incr || incr;
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Model-based abstraction

Owicki-Gries: by model-based abstraction

{x <0}
m := init parincr over x;
{Procy(m, parincr) }
{Procy(m,incr || incr)}

{Procy /»(m, incr) * Procy /»(m, incr)}

{Procy /5(m, incr)} I {Procy j5(m,incr)}
action m.incr { x:=x+1; } || action m.incr { x:=x+1; }
{Pr0C1/2(m»€)} | {PVOC1/2(m75)}

{Procy/2(m, ) * Procy o(m, €)}
{Proci(m,e || €)}
{Proci(m,e)}
destroy m;

{x %2}
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Model-based abstraction

Model-based verification
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Model-based abstraction

CSL with model abstractions

Points-to predicates

m Standard points-to predicates: E <%, E

m Process points-to predicates: E <, E

m Action points-to predicates: £ <%, E
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Model-based abstraction

CSL with model abstractions

Points-to predicates

m Standard points-to predicates: E <5, E (reading + writing)

m Process points-to predicates: E <%, E (read-only!)

m Action points-to predicates: £ <+, E (reading + writing)

x ¢ fv(E,E')
- (PIx/E|NE S5 E'yx = [E| {P N E 5 E}

t#p
F{E 5. —}[E]l:= E'{ES. E}
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Model-based abstraction

CSL extensions: INIT rule (simplified)

B = precondition(p)
F {*i—0..E <> E/ % B}
m :=init p() over Ey,..., E,
{*i—0.nEi <5y E/ % Procy(m, p, body(p))}
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Rule details
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Model-based abstraction

CSL extensions: INIT rule (simplified)

B = precondition(p)
F {*i:O..nEi (# Ej/ * B}
m := init p() over Eq. ..., E,
{0, nE;: ;1>p E! « Procy(m, p,body(p))}

1

Rule details

Standard points-to predicates are converted

Precondition of the process must hold

Process ownership predicate is constructed
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Model-based abstraction
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CSL extensions: FINISH rule (simplified)

accessible(p) = Eo, . . ., E, B = postcondition(p)
F {kizo.nEi <, E! % Procy(m, p,)} finish m {*,_o_,E; <>, E! « B}

1

Rule details

Process points-to predicates are converted back;

Full process predicate is handed in; and

The process postcondition is ensured!
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Model-based abstraction

CSL extensions: ACTION rule (simplified)

modifies(S) = E, ..., E, By = guard(a) B, = effect(a)
b {kico.nEi 5 Ef % B1} S {*j=0.nEi s E{' x B2}
F {*i—0.nEi <™, E! % Proc,(m, p,a(E) - P) * By}
action m.a(E) { S }
{*¥iz0.nEi <, E!" x Proc(m, p,P) * By}
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Rule details
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Model-based abstraction

CSL extensions: ACTION rule (simplified)

modifies(S) = Eo, . . ., E, B; = guard(a) B, = effect(a)
- (im0 o T ELx Bi) S (%10 o s E'* Bo)

1

(%101 E; ry EL + Procy(m, p, a(E) - P) + By}

action m.a(E) { S }
{0 nE <, E" « Procg(m, p,P) = By}

1

Rule details

Process points-to predicates are converted;

The action guard and effect must hold; and

The process predicate is updated.
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Verification example

Verification example: greatest common divisor

Standard Euclidean algorithm

Given two positive integers x and y:

ged(x, x) = x
ged(x,y) = ged(x —y,y) if x >y
ged(x, y) = ged(x,y — x) if y > x
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Verification example

Parallel GCD (from VerifyThis 2015)

1 shared int x, y; 17 ifly>x){y=y—x;}
2 18 stop :=x =y;

3 void threadx() { 19 release Jock;

4 bool stop := false; 20 }

5  while —stop do { 21 }

6 acquire lock; 22

7 if(x>y){x:=x—y;} 23 int startged(int a, int b) {

8 stop ;= x =y, 24 x:=a; y:=b;

9 release lock; 25 init lock;

10} 26 handle t; := fork threadx();
u } 27 handle t, := fork thready();
12 28 join ti;

13 void thready() { 20 join to;

14 bool stop := false; 30 destroy /ock;

15 while —stop do { 31 return x;

16 acquire lock; 32 }
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Verification example

Parallel GCD: process algebraic description

1 shared int x, y; 11 guard x =y

2 12 action done;

3 guard x >0Ay > x 13

4 effect x =old(x) Ay = old(y) —old(x) 14 process tx() := decrx - tx() + done;
5 action decrx; 15 process ty() := decry - ty() + done;
6 16

7guardy >0AXx >y 17 requires x >0Ay >0

8 effect x = old(x) —old(y) Ay = old(y) 18 ensures x = y

9 action decry; 19 ensures x = gcd(old(x), old(y))
10 20 process parged() := tx() || ty();
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Parallel GCD: entry point

© N o s W N

Wytse Oortwijn -

vi > 0%
1 1
vo > 0% X =p Vi ¥y —p Vo

resource lock := vy, v :

requires a > 0A b >0
ensures x = y A x = gcd(a, b)
void startgcd(int a, int b) {
x:=a;y:=b;
m := init pargcd over x, y;

University of Twente

Verification example

9
10
11
12
13

15

16 }

init lock;

handle t; := fork threadx(m);
handle t, := fork thready(m);
join ty;

join t;

destroy lock;

finish m;

Abstracting & Analysing Concurrent Program Behaviour 27 /



Verification example

Parallel GCD: thread annotations

1 requires Lock (lock)

© NG AW N

A < =
© NG A WN RO

Wytse Oortwijn -

requires Procy,(m, tx())
ensures Locky (lock)
ensures Procy(m, e)
void threadx(model m) {

bool stop := false;
loop-inv Lockx (lock);
loop-inv —stop = Procy,(m, tx());
loop-inv stop = Procyp(m, ¢);
while —stop do {

acquire lock;

if (x>y){
action m.decrx() { x :=x—y; }

}
if (x=y){
action m.done() { stop := true; }

release lock;

University of Twente

O 0N R W N

e~ A < =
0O N O s WN-=O

requires Lock (lock)
requires Procyp(m, ty())
ensures Locky (lock)
ensures Procy(m, ¢)
void thready(model m) {

bool stop := false;
loop-inv Lockx (lock);
loop-inv —stop = Procy,(m, ty());
loop-inv stop = Proc;,(m, e);
while —stop do {

acquire lock;

if (v > x) {
action mdecry() { y =y —x; }

}
if (x=y){
action m.done() { stop := true; }

release lock;

Abstracting & Analysing Concurrent Program Behaviour 28 / 34



The VerCors Toolset
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The VerCors Toolset
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The VerCors Toolset

The VerCors Toolset: Overview

PVL

Common Object Language
o ||::> | | guage|

OpenCL :> VerCors Viper
OpenMP Tool

Z3
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The VerCors Toolset

The VerCors Toolset: Achievements

Current support

m Reasoning about compiler directives (OpenMP for C)
m Reasoning about GPU kernels (OpenCL)

m Reasoning with program abstractions
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The VerCors Toolset

The VerCors Toolset: Achievements

Current support

m Reasoning about compiler directives (OpenMP for C)
m Reasoning about GPU kernels (OpenCL)

m Reasoning with program abstractions

Ongoing work

m Inferring permissions/ownership predicates
m Building support for distributed software (e.g. MPI)

m Runtime verification
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The VerCors Toolset

The VerCors Toolset: Future directions

requires - - -
requires Process(P(k) - Q)
ensures - - -
ensures Process(Q)
void main(int k):
int v < MPI_Recv(*)
MPI_Send(0, v + k)
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The VerCors Toolset: Future directions

process P(int k) =

Yiint - recv(x, i) - send(0, i + k)
I

2
requires - - -
requires Process(P(k) - Q) v
2::3:2: i:;(;cesg(Q) — 1 3 - Does the program correctly
void main(int k): executes the process term?
int v < MPI_Recv(x) Hoare logic reasoning
MPI_Send(0, v + k)
6 7

Final verdict

P(ki) | P(k2) Il -+ I MPI b— 4 Either pass or fail

Temporal properties
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Conclusion

Conclusion

Describing Concurrent Program Behaviour

m Using process algebras to describe changes to shared state.

m Combining deductive verification and algorithmic reasoning.

VerCors Verification Toolset

m Automated verification of parallel and concurrent software

m More information: http://utwente.nl/vercors

m Download: https://github.com/utwente-fmt/vercors
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