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Concurrent programming is error-prone
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Program Logics (Tony Hoare)
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Hoare Triple

{P}S{Q}
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Hoare Triple

{P}S{Q}

Formal meaning:
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Hoare Triple

{P}S{Q}

Formal meaning:
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Hoare Triple

{P}S{Q}

Formal meaning:

Vo : STORE, o |= P
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Hoare Triple

{P}S{Q}

Formal meaning:

Vo : STORE, o = P A (S,0) ~* (done, o’)
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Hoare Triple

{P}S{Q}

Formal meaning:

Vo : STORE, o = P A (S§,0) ~»* (done,0’) — o' = Q
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Hoare Logic

{P} skip {P}
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Hoare Logic

{PrS{R} {R}S{Q}
{P} skip {P} {P}S51;5:{Q}
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{PrS{R} {R}S{Q}
{P} skip {P} {P}S51;5:{Q}

{PAB}S{Q} {PA-B}S{Q}
{P}1F B THEN S; ELSE $;{Q}
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{PrS{R} {R}S{Q}
{P} skip {P} {P}S51;5:{Q}

{PAB}S{Q} {PA-B}S{Q}
{P}1F B THEN S; ELSE $;{Q}

{INB}S{l}
{I} wHILE B DO S {I A —-B}
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Program Specifications (Rustan Leino)

void method(---) {

}
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Program Specifications (Rustan Leino)

requires precondition
void method(---) {

}
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Program Specifications (Rustan Leino)

requires precondition
ensures postcondition
void method(---) {

}
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Specification Example: Sorting

void sort(int[] a) {

}
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Specification Example: Sorting

requires a # null
void sort(int[] a) {

}
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Specification Example: Sorting

requires a # null

ensures Vi : INT,
void sort(int[] a)

}
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(0<
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i < a.length — 1) — a[i] < a[i + 1]
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Static Verifiers

Wytse Oortwijn, FMT Verifying Concurrent Software 8 /



Separation Logic (John Reynolds)

DINGCe
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Separation Logic: Pointers

class Counter {
int count;

public void incr(int x) {
count = count + x;

}
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Separation Logic: Pointers

class Counter {
int count;

requires this.count — v
public void incr(int x) {
count = count + Xx;

}
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Separation Logic: Pointers

class Counter {
int count;

requires this.count — v

ensures this.count — 7v + x

public void incr(int x) {
count = count + Xx;

¥
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Separation Logic: Separating Conjunction

h,O":P1>l<P2
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Separation Logic: Separating Conjunction

h,O' |: P1 * P2
if and only if
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Separation Logic: Separating Conjunction

h,O' |: P1 * P2
if and only if
h= h1 W hy,
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Separation Logic: Separating Conjunction

h,o |: Py x Py
if and only if
h = h; W hy, such that h;,0 E P,
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Separation Logic: Separating Conjunction

h,O' |: P1 * P2
if and only if
h = h; WY hy, such that h;, o IZ P: and hy, o IZ P>
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Concurrent Separation Logic (Peter O'Hearn)

{P1* P} 51 || S2{Q1+ Qa}
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Concurrent Separation Logic (Peter O'Hearn)

{Pi}Si{@}  {P} S {@}
{Pl * Pz} S H S {Ql * Qz}
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Separation Logic with Permissions (Boyland)

{c.val EN vix=cwval+1|y:=cval+2{cval EN v}
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Separation Logic with Permissions (Boyland)

1 1
{c.val % 7v}x = cval +1{c.val = v}

{c.val EN vix=cwval+1]|y:=cwval +2{c.val EN v}
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Separation Logic with Permissions (Boyland)

N =

1
{c.val % v} x = cval +1{cval = v}
1 1

{cval 2 v}y = cval +2{c.val = v}

{cval 5 Wyx=cval + 1|y :=cval +2{c.val > 7v}
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The VerCors Toolset

2 a k. 1 =7 >
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The VerCors Toolset: Overview

PVL

Common Object Language
o ||::> | | guage|

OpenCL :> VerCors Viper
OpenMP Tool

Z3
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Example: Verifying Loop Parallelisations

for(int i =0;i < N;i++){5}
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Example: Verifying Loop Parallelisations

(kM P} for(int i = 0;7 < N;i ++){Si} (%15 Q;}
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Example: Verifying Loop Parallelisations

{Po} So {Co} {Pn-1} Sn—1 {Qn-1}
{>I<N o P} for(int i = 0;i < N;i++){S;} {*N Q)
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Example: Verifying GPGPU Kernels

kernel void add(global int A, global int B) {
Altid] = 3 * B[tid];
}

Wytse Oortwijn, FMT Verifying Concurrent Software 17 / 19



Example: Verifying GPGPU Kernels

1
requires A[tid] = — * B[tid] 2 —
kernel void add(global int A, global int B) {
Altid] = 3 * B[tid];
}
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Example: Verifying GPGPU Kernels

1
requires Altid] RN B[tid] = —

1
ensures A[tid] = 3B[tid] * B[tid] 2> —
kernel void add(global int A, global int B) {
Altid] = 3 * B[tid];
1
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Example: Model-based Verification

Program
permission-based
separation logic
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Example: Model-based Verification

Abstract model
capturing program
behaviour.

(process algebra)

Program
permission-based - - - - verify - - - - 1
separation logic

1
1
I

verified! model checking
i
~ 1
1

A4

Temporal properties
Safety properties, e.g.
resource leakage, deadlocks, etc.
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Model-based verification: future directions

requires - - -
requires Process(P(k) - Q)
ensures - - -
ensures Process(Q)
void main(int k):
int v < MPI_Recv(*)
MPI_Send(0, v + k)
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Model-based verification: future directions

process P(int k) =

Yiint - recv(x, i) - send(0, i + k)

I
2

requires - - -
requires Process(P(k) - Q)
ensures - - -
ensures Process(Q)
void main(int k):
int v < MPI_Recv(*)
MPI_Send(0, v + k)

Verdict
Does the program correctly
executes the process term?
Hoare logic reasoning

Final verdict

P(ki) Il P(k2) | -~ - I MPI Either pass or fail

Temporal properties
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