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Abstract

We study private computations in information-theoretical settings on net-
works that are not 2-connected. Non-2-connected networks are “non-private”
in the sense that most functions cannot privately be computed on them. We re-
lax the notion of privacy by introducing lossy private protocols, which generalize
private protocols. We measure the information each player gains during the com-
putation. Good protocols should minimize the amount of information they lose to
the players. Throughout this work, privacy always means 1-privacy, i.e. players
are not allowed to share their knowledge. Furthermore, the players are honest but
curious, thus they never deviate from the given protocol.

The randomness used by the protocol yields distributions on communication
strings for each player and for each input. We define the loss of a protocol to
a player as the logarithm of the number of different probability distributions the
player can observe. This is justified since we prove that in optimal protocols, the
distributions have pairwise disjoint support. Thus, the players can easily distin-
guish them, and the logarithm of their number is the number of bits the player
learns.
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The simplest non-2-connected networks consists of two blocks that share one
bridge node. We prove that on such networks, communication complexity and
the loss of a private protocol are closely related: Up to constant factors, they are
the same.

Then we study one-phase protocols, an analogue of one-round communica-
tion protocols. In such a protocol each bridge node may communicate with each
block only once. We investigate in which order a bridge node should commu-
nicate with the blocks to minimize the loss of information. In particular, for
symmetric functions it is optimal to sort the components by increasing size. Then
we design a one-phase protocol that for symmetric functions simultaneously min-
imizes the loss at all nodes where the minimum is taken over all one-phase pro-
tocols.

Finally, we prove a phase hierarchy. For any k there is a function such that
every (k — 1)-phase protocol for this function has an information loss that is
exponentially greater than that of the best k-phase protocol.

1 Introduction

Consider a set of players, each knowing an individual secret. They want to compute
some function depending on their secrets. But after the computation, no player should
know anything about the secrets of the other players except for what he is able to de-
duce from his own secret and the function value. This is the aim of private computation
(also called secure multi-party computation). To compute the function, the players can
send messages to each other using secure links.

An example for such a computation is the “secret voting problem”: The members
of a committee wish to decide whether the majority votes for yes or no. But after the
vote nobody should know anything about the opinions of the other members, not even
about the exact number of yes and no votes, except for whether the majority voted for
yes or no.

If no group of at most ¢ players can infer anything about the input bits that cannot
be inferred from the function value and their own input bits, we speak of ¢-privacy.

Any Boolean function can privately (in the following we identify privately with
1-privately) be computed on any 2-connected network. Unfortunately, there are many
Boolean functions, even simple ones like parity, disjunction, or conjunction, that can-
not privately be computed if the underlying network is not 2-connected [6].

However, many real-world networks are not 2-connected and private computation
is not possible. If the players in the network have to compute something but do not
trust each other, there is a natural interest of the players in privacy. What can we do?
We relax the notion of privacy: One cannot require that any player learns only what
he is able to deduce from his own secret and the function value. Instead we require
that any player learns as little as possible about the secrets of the other players (in an
information-theoretical sense) while it is still possible to compute the function.

Bridge nodes are important when considering non-2-connected networks. For all



non-bridge players we can guarantee that they do not learn anything except for what
they can deduce from their own bit and the function value. Thus, the bridge players
are the only players that are able to learn something more. The question is how much
the bridge players need to learn such that the function can be computed. The simplest
setting is a network of two blocks with one bridge node in common. (A block is a max-
imal 2-connected subnetwork.) This reminds one of communication complexity with
a man in the middle: Alice (one block) and Bob (another block) want to compute a
function depending on their input while preventing Eve (the bridge node) from learning
anything about their input. Unfortunately, Eve listens to the only communication chan-
nel between Alice and Bob. In terms of communication complexity, this problem has
been examined by Modiano and Ephremedis [14, 15] and Orlitsky and El Gamal [17]
under cryptographic security. In contrast, we deal with information-theoretical secu-
rity, i.e. the computational power of the players is unrestricted. Furthermore, we are
not interested in minimizing communication but in minimizing the information learned
by any player. It turns out that there is a close relation between communication and
privacy, at least in this special case.

1.1 Previous Results

Private computation was introduced by Yao [20]. He considered the problem under
cryptographic assumptions. Private Computation with information-theoretical security
has been introduced by Ben-Or et al. [4] and Chaum et al. [7]. Kushilevitz et al. [13]
proved that the set of Boolean functions that have a circuit of linear size equals the set
of functions that can privately be computed using only a constant number of random
bits. Some of the simulation techniques used in this paper are based on their work.

Kushilevitz [11] and Chor et al. [8] considered private computations of integer-
valued functions. They examined which functions can privately be computed by two
players.

Franklin and Yung [10] used directed hypergraphs for communication and de-
scribed those networks on which every Boolean function can privately be computed.

While all Boolean functions can privately be computed on any undirected 2-con-
nected network, Bliser et al. [6] completely characterized the class of Boolean func-
tions that can still privately be computed, if the underlying network is connected but
not 2-connected. In particular, no non-degenerate function can privately be computed
if the network consists of three or more blocks. On networks with two blocks, only
a small class of functions can privately be computed. Beimel [3] characterizes which
non-Boolean functions can still be computed if the underlying networks are not 2-
connected.

Ben-Or et al. [4] and Chaum et al. [7] proved that any Boolean function can pri-
vately be computed, if at most one third of the participating players are dishonest, i.e.
they are cheating. We consider the setting that all players are honest, i.e. they do not
cheat actively but try to acquire knowledge about the input bits of the other players only
by observing their communication. For this model, Ben-Or et al. [4] proved that any
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n-ary Boolean function can be computed L”T’lj -privately. Chor and Kushilevitz [9]
showed that if a Boolean function can be computed at least 3 -privately, then it can be
computed n-privately as well.

The idea of relaxing the privacy constraints has been studied to some extent in
a cryptographic setting. Yao [20] examined the problem of what can be computed
privately if polynomial-time bounded players should be unable to learn anything.

Leakage of information in the information-theoretical sense has been considered
only for two parties as yet. Bar-Yehuda et al. [2] studied the minimum amount of
information about the input that must be revealed for computing a given function in
this setting.

1.2 Our Results

We study the leakage of information for multi-party protocols, where each player
knows only a single bit of the input.

Our first contribution is the definition of lossy private protocols, which is a gener-
alization of private protocols in an information-theoretical sense (Section 2.3). Here
and in the following, private always means 1-private. Throughout this work, we re-
strict ourselves to non-2-connected (in the sense of non-2-vertex-connected) networks
that are still 2-edge-connected. Every block in such a network has size at least three
and private computation within such a block is possible. We measure the informa-
tion any particular player gains during the execution of the protocol in an information-
theoretical sense. This is the loss of the protocol to the player. The players are assumed
to be honest but curious. This means that they always follow the protocol but try to
derive as much information as possible.

We divide lossy protocols into phases. Within a phase, a bridge player may ex-
change messages only once with each block it belongs to. Phases correspond to rounds
in communication complexity but they are locally defined for each bridge player.

In the definition of lossy protocols, the loss of a protocol to a player is merely the
logarithm of the number of different probability distributions on the communication
strings a player can observe. We justify this definition in Section 3.2: For a protocol
with minimum loss to a player P and any particular content of P’s random tape, the
different distributions P observes have disjoint support, i.e. the support of any two
probability distributions is disjoint. Thus, in order to gain information, P can distin-
guish the distributions from the actual communication he observes and does not need
to sample.

The simplest non-2-connected network consists of two blocks that share one bridge
node. In Section 4 we show that the communication complexity of a function f and
the loss of a private protocol for f are intimately connected: Up to constant factors,
both quantities are equal.

Then we study one-phase protocols. We start with networks that consist of d blocks
that all share the same bridge player P. In a one-phase protocol, P can communicate
only once with each block he belongs to. However, the loss of the protocol may depend
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on the order in which P communicates with the blocks. In Section 6, we show that
the order in which P should communicate with the blocks to minimize the loss equals
the order in which d parties should be ordered on a directed line when they want
to compute the function with minimum communication complexity. Particularly for
symmetric functions, it is optimal to sort the components by increasing size.

Then we design a one-phase protocol (Theorem 6.8), which has the remarkable
feature that it achieves minimum loss at any node for symmetric functions. Hence, it
simultaneously minimizes the loss for all nodes where the minimum is taken over all
one-phase protocols.

In Section 7, we prove a phase hierarchy. For any k there is a function for which
every (k — 1)-phase protocol has an exponentially greater information loss than that of
the best k-phase protocol.

We conclude with two examples. The first example shows that even for symmetric
functions, the order of the communication may have an exponentially large influence
on the loss of the protocol. The second example is a non-symmetric function computed
on a network with two bridge nodes. We show that it is impossible to minimize the
information loss simultaneously by one protocol for both bridge players. This observa-
tion shows that, in contrast to symmetric functions, there are non-symmetric functions
that do not have optimal one-phase protocols.

1.3 Comparison of Our Results with Previous Work

One of the important features of the two-party case is that at the beginning each party
has knowledge about one half of the input. In the multi-party case each player knows
only a single bit of the input.

Kushilevitz [11] examined which integer-valued functions can privately be com-
puted by two players. He showed that requiring privacy can result in exponentially
larger communication costs and that randomization does not help in this model, not
even to improve on the number of rounds. Chor et al. [8] considered multi-party com-
putations of functions over the integers. They showed that the possibility of privately
computing a function is closely related to its communication complexity, and they
characterized the class of privately computable Boolean functions on countable do-
mains. Neither Kushilevitz [11] nor Chor et al. [8] examined the problem of how
non-private functions can still be computed while maintaining as much privacy as pos-
sible.

Leakage of information in the information-theoretical sense has been considered
only for two parties, each holding one n-bit input of a two-variable function. Bar-
Yehuda et al. [2] investigated this for functions that are not privately computable. They
defined measures for the minimum amount of information about the individual inputs
that must be learned during the computation and proved tight bounds on these costs
for several functions. Finally, they showed that sacrificing some privacy can reduce the
number of communication messages required during the computation and proved that
at the costs of revealing k extra bits of information any function can be computed using
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O(k - 2@r+D/(+1)) communication messages. Recall that private computations of
private functions on domain {0, 1}" x {0, 1}" might take up to ©(2") communication
messages [11].

The counterpart of the two-party scenario in the distributed setting that we con-
sider is a network that consists of two complete networks that share one node connect-
ing them. Simulating any two-party protocol on such a network allows the common
player to gain information depending on the deterministic communication complex-
ity of the function that should be evaluated. Hence, and in contrast to the two-party
case, increasing the number of bits exchanged does not help to reduce the knowledge
learned by the player that is part of either block. An important difference between the
two-party scenario, where two parties share the complete input, and a network con-
sisting of two 2-connected components connected via a common player (the bridge
player) is that in the latter we have somewhat like a “man in the middle” (namely the
bridge player) who can learn more than any other player in either component, since he
can observe the whole communication.

2 Preliminaries

2.1 Notations

Fori € N, let [¢] := {1,...,i}. We define B = {0, 1}.

Letx = x125...2, € B" be a string of length n. Throughout the paper, we often
use the string operation x ., defined as follows: For x € B", I C [n], and a € BHI
T 1s defined by

x, ifi&l,
<xm>i={ 7

a; if 7 € I and ¢ is the jth smallest element in 7,

for all i € [n]. Incase I = {q} is a singleton, we write z,.,. For example, if
x = 00000, [ = {2,4}, and o = 11 then x;, , = 01010. For a function f : B” — B,
a set of indices I C [n], and a string o € BI, f;._, : B" 1l — B denotes the function
obtained from f by specializing the positions in [ to the values given by «, i.e. for all
x e Bl

frea(®) = F((0"rea)70) »

where I = [n]\ I. For example, if n = 5, I = {2, 4}, and o = 11 then for any function
f : B® — Band for all z = z17923 € B we have fr, o(z) = f(z;1zy123). For a
string x € B" and a set I = {iq,49,...,0}, with 1 < iy < iy < ... < i < nwe
define the string x; € BH as T T, - .. ;. For better readability we use sometimes
x[I] instead of x;.

An undirected graph G = (V, E) is called 2-connected, if the graph obtained from
G by deleting an arbitrary node is still connected. For a set U C V, let G|y =
(U, E|y) denote the graph induced by U, where E|y = {{z,y} € E | z,y € U}.



A subgraph G|y is called a block of G, if G|y is 2-connected and there is no proper
superset U’ of U such that G|y is 2-connected. We here consider a graph with two
nodes and one edge connecting these two nodes as 2-connected. A graph is called
2-edge-connected if after removal of one edge, the graph is still connected. Note that
a graph is 2-edge-connected if it is connected and has no block of size 2. A node
belonging to more than one block is called a bridge node. The other nodes are called
internal nodes. The blocks of a graph are arranged in a tree structure. For more details
on graphs we refer to Berge [5].

A Boolean function is called symmetric if the function value depends only on the
number of 1s in the input. See for instance Wegener [19] for a survey on Boolean
functions.

2.2 Private Computations

We consider the computation of Boolean functions f : B” — B on a network of n
players. In the beginning, each player knows a single bit of the input x. Each player
P, 1s equipped with a random tape R;. The players can send messages to other players
via point-to-point communication using secure links where the link topology is given
by an undirected graph G = (V, E'). When the computation stops, all players should
know the value f(x). The goal is to compute f(z) such that no player learns anything
about the other input bits in an information-theoretical sense except for the information
he can deduce from his own bit and the result. Such a protocol is called private.

Definition 2.1. Let C; be a random variable of the communication string seen by
player P, and let c be a particular string seen by P;,. A protocol A for computing a
function f is private with respect to player P; if for any pair of input vectors x and y
with f(z) = f(y) and z; = y;,, for every ¢, and for every random string r provided to
P
Pr[C;=c| Ri=r,2] = Pr[C;=c| R, =r,9],

where the probability is taken over the random strings of all other players. A protocol
A is private if it is private with respect to every player P;.

In the following, we use a strengthened definition of privacy of protocols: We allow
only one player, say F;, to know the result. The protocol has to be private with respect
to P; according to Definition 2.1. Furthermore, for all players P; # F;, for all inputs
x,y with z; = y;, and for all random strings r we require Pr[C; = ¢ | R; = r,z| =
Pr[C; = ¢ | R; = r,y], independently of f(x) and f(y). In such a protocol, P, is the
only player that learns the function value. The other players do not learn anything.

This definition does not restrict the class of functions computable by private pro-
tocols according to Definition 2.1. Every function f in this class can be computed by
a protocol A fulfilling the conditions above. To achieve this additional restriction, P;
generates a random bit . Then we use a private protocol for computing r» & f(z).
Since the protocol used is private, no player except for P; learns anything about the
function value that cannot be derived from its own input bit.
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2.3 Information Source

The definition of privacy basically states the following: The probability that a player
P; sees a specific communication string during the computation does not depend on
the input of the other players. Thus, P; cannot infer anything about the other inputs
from the communication he observes.

If private computation is not possible since the graph is not 2-connected, it is natu-
ral to weaken the concept of privacy in the following way: We measure the information
player P; can infer from seeing a particular communication string. This leads to the
concept of lossy private protocols. The less information any player can infer, the better
the protocol is.

In the following, cy, co, cs, ... denotes a fixed enumeration of all communication
strings seen by any player during the execution of 4. (We could also use a fixed
standard enumeration of all strings. In the latter case, we would get probability dis-
tributions with a finite support on countable probability spaces instead of probability
distributions on finite spaces. The concepts arising would be completely the same.)

Definition 2.2. Let C; be a random variable of the communication string seen by
player P; while executing A. Then for a,b € B and for every random string r provided
to P, define the information source of P; on a, b, and r as

Saliya,b,r) = {(pz(c1), pz(c2),...) |z €B"Az; =a A f(z) =b}

where i, (c) := Pr[C; = cx|R; = r, x] and the probability is taken over the random
strings of all other players.

Basically S4(i,a,b,r) is the set of all different probability distributions on the
communication strings observed by P; when the input x of the players varies over all
possible bit strings with x; = a and f(z) = b and P;’s random tape is fixed to 7.

The loss of a protocol A on a, b with respect to player P is

¢ = maxlog |Sa(i,a,b,7)| .

Thus the protocol loses ¢ bits of information to P;. We call such a protocol ¢-lossy on
a, b with respect to P;.

If a uniform distribution of the input bits is assumed, then the entropy of an assign-
ment to the players Py, ..., P;,_1, Piiq,..., P, is equal to n — 1 [18]. In this case the
maximum number of bits of information that can be extracted by P;isn — 1. If A is
0-lossy for all a, b € B with respect to P;, then we say that A is lossless with respect to
P;. Aislossless to P, if and only if A is private to F;. Thus the notion of lossy private
protocols generalizes the notion of private protocols.

Next we treat the loss to each player.

Definition 2.3. A protocol A computing a function f in a network G is { 4-lossy, with
l4:[n] x B = RY, ifforall a,b € B,

la(i,a,b) = maxlog |Sa(i,a,b, 7).
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Let f be an n-ary Boolean function and let G = (V, E) be a network with |V | = n.
We define (¢ : [n] x B? — R{ by

lg(i,a,b) = mfi\n{ﬂA(i, a,b) | Ais an { 4-lossy protocol for f in G} .

The loss of a protocol A is bounded by k € N, if {4(i,a,b) < & for all 4, a,
and b. (;(i,a,b) is obtained by locally minimizing the loss to each player P, over
all protocols. It is a priori not clear whether there is one protocol with ¢¢(i,a,b) =
C4(i,a,b) for all i,a,b. We show that this is the case for symmetric functions and
one-phase protocols (as defined in Section 2.4).

Sometimes we will use the size of the information source instead of /4. Therefore,
for a protocol A, we define

sa(i,a,b,r) = |Sali,a,b,1)|,
sa(i,a,b) = max,s4(i,a,b,r),and
SA(i7a) = SA(i,CL,O) +SA(i,CL,1) :

By definition, ¢ 4(i,a,b) = logs4(i,a,b). If the underlying protocol is clear from
the context, we omit the subscript A. Let f be an n-ary Boolean function. For a
network G = (V, E) with |V| = n, we define sg(i,a,b) := ming s4(i,a,b) and
sq(i,a) = ming s4(i,a). If a player P; is an internal node of the network, then it
is possible to design protocols that are lossless with respect to P; (see Section 3.1).
Players that are bridge nodes are in general able to infer some information about the
1nput.

2.4 Phases in a Protocol

Without loss of generality we will assume that for any protocol the players communi-
cate with each other in rounds such that in every round each player , may send one
bit to one of its neighbors in the underlying communication network, or may receive
one bit from one of its neighbors, or F, may be idle. We call such protocols syn-
chronous. The fact that each player receives or sends at most one bit per round is only
made to simplify some of the following definitions. (If a player sends or receives more
than one bit in a single round in a given protocol, then we can design a new protocol
that fulfills this restriction by simulating this one round by several rounds and sending
bits consecutively.) For a player I, we encode a complete communication string as
a sequence ¢ = c[l1],¢[2],...,c[t] such that every item c[:] completely describes the
i-th communication round performed by P, (in particular c[i] encodes the name of the
player P, has communicated with in the ¢-th round and the content of the message).
We say that F°, who corresponds to a bridge node makes an alternation if he fin-
ishes the communication with one block and starts to communicate with another block.
(This is well-defined, since each player receives or sends at most one bit per round.)
Formally, we say that P, makes an alternation between the round ¢ and ¢ + 1, if there
exists a subsequence c[i — hl, ..., c[i],c[i + 1], with b > 0, such that c[i — h] and
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c[i + 1] encode P,’s communication with players belonging to different blocks and, in
case h > 0, the internal items c[t — h + 1],. .., c[i] encode P,’s idle communication
period. During such an alternation, information can flow from one block to another.

The alternations of a communication string ¢ = ¢[1],¢[2],...,c[t] partition the
sequence into units in a natural way: c[1..i1], ¢[(i1 +1)..42], ..., c[(4—1 + 1)..t]. In this
paper c[i..j] denotes subsequence c[i], c[i + 1], ..., c[j]. Formally we define by

unit;(c) := ¢[(i-1 + 1)..44]
a subsequence of ¢ such that
e i;_; = 0 or P, makes an alternation between the rounds ;_; and ¢;_; + 1,
e i; =t or I°, makes an alternation between the rounds ¢; and 7; + 1, and
e P, makes no alternation inside unit;(c).

Next we partition the work of P, into phases as follows. P, starts at the beginning
of the first phase and it initiates a new phase when, after an alternation, it starts to
communicate again with a block it already has communicated with previously in a
phase.

Definition 2.4. A protocol A is a k-phase protocol for a bridge node P, if for every
input string and contents of the random tapes of all players, P, works in at most k
phases. A is called a k-phase protocol if it is a k-phase protocol for every bridge
node.

The start and end round of each phase does not need to be the same for each player.
Of particular interest are one-phase protocols. In such a protocol, each bridge player
may only communicate once with each block he belongs to. Such protocols seem to
be natural, since they have a local structure. Once the computation is finished in one
block, the protocol will never communicate with this block again.

For k-phase protocols we define ¢%,(i, a,b) and sk (i, a,b) in a similar way as {4
and s¢ in the general case, but we minimize over all k-phase protocols.

During each phase a player communicates with at least two blocks. The order in
which the player communicates within a phase can matter. The communication order
o, of a bridge node P, specifies the order in which F, communicates with the blocks
during the whole computation. Formally, o, is a finite sequence of (the indices of)
blocks P, belongs to and the length of o, is the total number of alternations made
by P, plus one. We say that a protocol is o,-ordered for P, if for all inputs and all
contents of the random tapes, the communication order of F; is consistent with o,. Let
P,,...,P, withq < g2 < ... < g, be an enumeration of all bridge players of a
network G and o = (0, ..., 0, ) be a sequence of communication orders. We call a
protocol g-ordered if it is ,,-ordered for every F;. Finally, define

sq(i,a,b,0) :=min{s(i,a,b) | Aisa o-ordered protocol for f on G} .
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2.5 Communication Protocols

For comparing the communication complexity of a certain function with the loss of
private protocols while computing this function, we need the following definitions.
For more information about communication complexity, we refer to Kushilevitz and
Nisan [12].

Definition 2.5. Let f : B™ xB™2 — B be a Boolean function. Let x € B™, y € B™2,
Then x is the input for the first party, Alice, and vy is the input for the second party,
Bob.

Let B be a deterministic two-party communication protocol for computing f ac-
cording to the distribution described above. Then DC(B, z,vy) is the total number of
bits exchanged by Alice and Bob when executing B on x and y. The deterministic
communication complexity of B is

DC(B) = max DC(B,z,y).
(z,y)eBm1tm2
CP(B) denotes the number of different communication strings that occur, i.e. the pro-
tocol partition number. Finally,

DC(f) = min[;forf DC(B) and
CP(f) == mingﬁ,rf CP(B) .

The protocol partition number is the number of leaves in the protocol tree. The
messages sent so far determine whether Alice or Bob sends the next message, i.e.
we require that in every round of communication the set of all possible messages is
prefix-free.

We also consider multi-party communication with a referee, which is a gener-
alization of two-party communication. Therefore, we consider Boolean functions
f:B™ xB™ x ... xB™ — B. Let Ay,..., A; be k parties and R be a referee, all
with unlimited computational power. For computing f(z1,...,zy) for x; € B™, the
parties and the referee proceed as follows:

e Initially, A; only knows z; (i € [k]). The referee R does not know anything
about any x;.

e The protocol proceeds in rounds. In a single round, R can communicate (i.e.
receive or send a message) only with a single player.

e After finishing the communications, R computes the result of f(z1,...,zx).

Definition 2.6. Let B be a deterministic communication protocol for computing f with

k parties and a referee as described above. Then DC(B, x1, . . ., x}) is the total number
of bits exchanged by the parties and the referee when executing B on x4, . .., xy. The
deterministic communication complexity of B

DCR(B) = max DC(B, x1,...,x) .

(ml,...,xk)GBmlJr"'erk
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CPR(B) denotes the number of different communication strings that occur, i.e. the pro-
tocol partition number. DCR( ) and CPR( f) are defined analogously to Definition 2.5
by minimizing over all protocols for computing f.

3 The Suitability of the Model

The aim of this section is to justify the definitions given in Section 2. We have re-
stricted ourselves to considering networks that are 2-edge-connected. Thus, any block
has size at least three. Every Boolean function can be computed with three or more
players [4]. Hence, it is possible to compute functions privately within any block.

In the next subsection, we argue that it is sufficient to consider bridge players
when talking about the loss of a protocol. In Subsection 3.2, we prove that in optimal
protocols, the probability distributions observed by any player have pairwise disjoint
support. Thus, any player can easily distinguish the different probability distributions
he observes.

3.1 Internal Players do not Learn Anything

Throughout this paper, we restrict ourselves to considering the loss of protocols to
bridge players. The aim of this section is to justify this restriction. We prove that any
protocol can be modified without increasing the loss to each bridge player such that no
internal player (i.e. player who is not a bridge player) learns anything.

Theorem 3.1. For any protocol A on a 2-edge-connected G there exists a protocol A’
on G computing the same function as A such that

1. the loss of A’ to each internal player is zero and
2. the loss of A’ to each bridge player is at most the loss of A to this bridge player.

Proof. We assume that A4 is synchronous. Thus, the communication string a player
receives in any round depends on the input bits, the random tapes, and the communi-
cation prior to this round of all players. Let C;; denote the communication received
by P; up to round t. We have

Ci7t+1 = fi,t(Cl,ty NN Cn,tyxla N TR AT ,Tn)

for some suitable function f;;. Since we only consider graphs where each block has
size at least three, we can compute f; ; privately according to the protocol of Kushile-
vitz et al. [13] such that for any i € [n] and any round ¢ we have the following proper-
ties:

e If P, is an internal player, then he knows C); ; masked by sufficiently many ran-
dom bits while some other player knows these random bits.
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o If P, is a bridge player, he knows C; ;.

The protocol A’ presented is clearly lossless with respect to any internal player. Fur-
thermore, the loss to any bridge player is the same as in the protocol A. O

3.2 Extracting Information from Probability Distributions

We consider arbitrary 1-connected networks. Let f be a Boolean function and .4 be a
protocol for computing f on a 1-connected network G. Let F, be a bridge player of
G, a,b € B, and r, be the random string provided to F,. We define

X={reB"|z,=aA f(z) =0}
and for any communication string ¢

U(e) ={r € X | pu(c) > 0},

where fi,(¢) = Pr[C, = ¢ | R, = ry x]. For every communication string ¢ that
can be observed by P, on some input x € X, P, can deduce that = € ¥(c). If
sa(g,a,b) = sg(q,a,b) = 1, then we have either ¢)(c) = X or ¢)(c) = (). Thus P,
does not learn anything in this case.

Theorem 3.2. If s¢(q,a,b) > 1, then for any protocol A and every communication
string ¢ that can be observed by P, on input x € X, 1(c) is a non-trivial subset of X,
ie. 0 # (c) € X, and there exist at least sg(q, a,b) different such sets. Hence, from
seeing con x € X, P, always gains some information and there are at least s;(q, a, b)
different pieces of information that can be extracted by P, on inputs from X.

Since the proofs of this and the next theorem need tools developed in the next
section, we defer their proofs to Section 5.

The next result says that s¢(q, a, b) is a tight lower bound on the number of pieces
of information: the lower bound is achieved when executing an optimal protocol on G.
Let 1 and 1/ be two probability distributions over the same set of elementary events.
They have disjoint support if, for any event ¢, we have p(c) = 0 or ¢/(¢) = 0. In this
case, the probability distributions can be distinguished easily.

Theorem 3.3. If A is an optimal protocol for player P, on a and b, i.e. s 4(q,a,b) =
s¢(q,a,b), then for every random string r,, all probability distributions | # (' in
Salq,a,b,ry) have pairwise disjoint supports.

4 Communication Complexity and Private Computa-
tion

In this section we investigate the relations between deterministic communication com-
plexity and the minimum size of an information source in a connected network with
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one bridge node. To distinguish between protocols in terms of communication com-
plexity and protocols in terms of private computation, we will call the former commu-
nication protocols.

4.1 Two-Party Model

The communication complexity of two-party protocol and the protocol partition num-
ber are closely related.

Lemma 4.1 (Kushilevitz and Nisan [12]). log(CP(f)) < DC(f) < 3-log(CP(f)).

In this subsection we investigate the relation between the protocol partition number
and the size of an information source on graphs GG of n nodes that consist of two blocks
sharing one bridge node F,. Let m; + 1 be the size of the first block and my + 1 be
size of the second one.

Let f : B" — B be an arbitrary function. We will relate the minimum size of
an information source s(q,a) for f and the optimum partition number for function
fqa> for any a € B. In the model of private computation the input bits are distributed
among n players whereas the input bits in a communication protocol are distributed
among the two parties. We identify the input @ of Alice with the m; input bits known
by players of the first block of the network and the input b of Bob with the mso input
bits known by the players of the second block. Additionally, we assume that the value
of P,’s input bit z, is known by both Alice and Bob, so they know which function to

compute: fg o Or fg 1.

Lemma 4.2. For a € B, we have s¢(q,a) < CP(fyca)-

Proof. Consider an optimal deterministic protocol for computing f,. .. Then there are
two functions A : B™ x B* — B* and B : B™2 x B* — B* that describe the messages
sent by Alice and Bob, respectively:

A if7 =0,
Ww; = wi_lA(yl, wi—l) ifi > 01is Odd, and
’wile(yg, ’wi,1> ifi > 01s even,

where A\ denotes the empty string. By an appropriate encoding, we can assert that all
messages sent are of equal length and that the number of rounds is the same for all
inputs. This does not increases the communication size.

To compute f player P, first broadcasts the value of z, to the remaining players
to inform them which functions should be computed next. Note that both A and B
may depend on a. Then P, computes the values w; iteratively using A and 5. Both
functions can privately be computed in the first and second block, respectively, using
Ben-Or et al.’s protocol [4] while F, is the only player who knows the w;s. Finally, P,
computes the result. The number of different probability distributions observable by
P, on the different inputs equals CP( f,.,) by construction.
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Broadcasting the value of the input bit seems to be very unusual in the context of
private computations. In fact, this implies that the above protocol is not private with
respect to the internal players. However, using Theorem 3.1, one can easily modify our
protocol in such a way that it becomes private with respect to all internal players. [

Lemma 4.3. For a € B, we have CP(f,.) < sa(q, a).

Proof. Let P,,..., P, and F,, ..., P, be the players of the first and second block,
respectively. Let A be a protocol for computing f that is private with respect to all
players except for P, and such that the size s(¢, a) is minimal.

We construct a communication protocol by simulating A and searching the lexico-
graphical minimum communication sequence for P, that has positive probability.

Let ¢ = ¢[1],¢[2], ..., c[k] be the communication P, has sent so far, where c[i] for
odd ¢ is received by the first block and c[i] for even ¢ is received by the second block.
Let r1,...,r, be the content of the random tape of player P, ..., P,, respectively.

Without loss of generality, we fix P,’s random tape to some fixed value. Thus,

i B(c[l],...,c[i — 1], x4, ..., Tn,Tg—1,...,75) if i is even and
cli] =
Ale[l], ... cli = 1], 21, ..., g, 71, ..., 7q—1) ifiis odd,

where A and B can be evaluated by Alice and Bob, respectively.

Let RY and RY be the sets of possible contents of Ry, ..., R, jand Ry, 1, ..., Ry,
respectively. We iteratively restrict these sets. Therefore, let R’ and R’ be the possi-
ble contents after receiving or sending c[].

We simulate the private protocol as follows: For odd i, Alice computes c[i] as

cli] = min{A(c[l],...,cli = 1], 21, ..., @715y 7q1) | (71, 7g1) ERY'T .

Thus, c[i] is the lexicographical minimum communication string that can occur on
the given input while the previous communication has been observed. Then Alice
computes Ry C R’y " as the set of possible contents of the random tapes that result in
c[i]. Furthermore, we have R%; = R4

For even i, Bob computes c[i] as

cli| = min{B(c[1],...,cli = 1], zq, .. s T, Tgi1s- - > Tn) | (Pgt1s---,Tn) € Rj;l}.

and Ry, C R'; " as the set of possible contents of the random tapes that result in c[i].
Furthermore, we have Ry, = R, .

After computation, the message c[i] is sent to the other party.

If a party eventually knows the function value, the party sends it to the other party.
Then the communication stops. This last message will be marked appropriately. Thus,
the messages observed are prefix-free.

It remains to show that whenever Alice and Bob generate two different commu-
nication sequences on two inputs x and 2, then F, observes two different probability
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distributions on z and z’. Assume that we observe ¢ and ¢’ on = and 2/, respectively.
Then there exists some k such that c[k] # ¢[k]. Without loss of generality, we assume

that c[k] < ¢/[k]. Then the probability of sending c[k] after c[1],...,c[k — 1] on 2’
must be zero, since otherwise our protocol would favor c[k] over ¢[k]. Thus, the two
probability distributions differ. [

Due to the construction, we obtain from a communication protocol acting in k
rounds a private protocol that needs at most (%1 phases. Analogously, we obtain
from a k-phase private protocol a communication protocol that needs at most 2k — 1
rounds.

From the above lemmas, we immediately get the following theorem.

Theorem 4.4. Let f : B™ x B x B™* — B be a function, f(x,z,y) and let a € B be
arbitrary.

o Assume that Alice knows x and a and Bob knows y and a. Assume that fq.,
can be computed by a communication protocol with protocol partition number
C. Then f can be computed on a graph consisting of two blocks of size m1 + 1
and mo + 1, where x and y are distributed among the first and second block,
respectively, and the common bridge player P, knows a. This can be done with

SG(q» a’) S C.

o Consider a graph consisting of two blocks of size my + 1 and ms + 1. The
bits x and y are distributed among the nodes of the first and second block, re-
spectively, while the common bridge node knows a. If f can be computed with
sq(q,a) < C, then f,, can be computed by a communication protocol with
protocol partition number bounded by C.

From the above theorem and Lemma 4.1, we get the following corollary.

Corollary 4.5. Let f : B™ x B x B" — B be a function, f(z,z,y). Let a € B be
arbitrary. If, in the models described in the above theorem, f,., can be computed
with communication complexity c, then f can be computed with sg(q,a) < c. If f
can be computed with s(q,a) = K, then f,_, can be computed with communication
complexity bounded by 3 - k.

4.2 Multi-Party with Referee

In this section we generalize our previous results to multi-party communication. We
generalize Lemmas 4.2 and 4.3 by showing that similar bounds hold if we compare
the information source of a bridge player that is connected to more than two blocks
with the size of a communication protocol that makes use of a referee. Through the
section we assume that graph GG of n nodes consist of & blocks sharing the bridge node
P,. Let my,...,my, with 1 + my + mg + ... + my = n, be the sizes of connected
subgraphs Gy, ..., G, obtained from G after removing F, and let f : B" — B be an
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arbitrary function. We will relate sg(q,a) for f and the optimum partition number
CPR® for function f,,, for any a € B. In the model of private computation the input
bits are distributed among n players and the input bits in a communication protocol
are distributed among the k parties. We identify the input o; of the ith party with the
m; input bits known by players of G;;. We assume that the value of the input bit z, is
known by all parties.

Lemma 4.6. For a € B we have sg(q,a) < CPR(f,. ).

Proof. Let BB be a deterministic communication protocol for f,.,. We construct a pro-
tocol that is private with respect to all players except for bridge players. Furthermore,
we show that the size of the information source of P, is bounded by CPY(B).

Since B is deterministic, there exist k& functions 7; : B"™ x B* — B* for i € [k]
and a function B : B* — [k] such that the messages exchanged in successive rounds

between R and Ay, ..., Ay according to 3 can be computed by evaluating 7; and B as
follows:
A ifj=0,
wj = e -
wj—lTB(wj,l)(IB(wj,l),wj—l) itj >0,

where A is the empty string. B(w;_;) determines the party A; the referee wants to
talk to in round j after receiving the communication string w;_y. T;(x;, w,_1) deter-
mines the corresponding communication string exchanged in round j between R and
AB(wj—l) .

The function B can always be evaluated by the bridge player P, and T’z(,,;_,) can be
computed on the B(w,_;)-th block and the players that are reachable from the players
in the B(w;_;)-th block without passing P, such that only F, knows the result of the
computation and no internal player learns anything. By iterating these computations,
P, can generate the complete communication sequence and finally compute the result.

The distribution of the communication seen by F, is uniquely determined by the
communication sequence of the communication protocol, since it does not depend on
the random strings of the players. From this observation, the lemma follows. 0

Next we show how to simulate the computation of a protocol .4 by a communica-
tion protocol BB with a referee. One can easily generalize the simulation in Lemma 4.3
for this case such that on a given input = the parties communicate with a referee gen-
erating a communication string ¢ which is the lexicographically first communication
sequence for P, on x that has positive probability, i.e. we have y,(c) > 0. The main
drawback of such simulation is that it does not guarantee the minimum number of
communication strings generated by B. For example, if for two different inputs = and
y there exist two different communication strings ¢ and ¢, with ¢ lexicographically
smaller than ¢/, such that c is the lexicographically first string with p,(c) > 0, ¢ is
the lexicographically first string with 4, (¢') > 0, and y,.(¢) > 0, then the simulation
above generates on x communication string ¢, respectively, on y the string ¢/. The
simulation presented in the proof of the lemma below guarantees that the resulting
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communication protocol B generates ¢’ both on = and on y. To this end one needs to
specify as a parameter of the simulation one distinguished communication string w to
be used.

Particularly, if we have a protocol A for f such that for some a,b € B and some
communication string c it holds y,(c¢) > 0 for all x € B™ with x, = a and f(x) = b,
then the communication string generated by our simulation with parameter w = cis the
same for all such inputs x. This property plays a crucial role in proofs of Theorems 3.2
and 3.3.

To describe our simulation we need to provide the following notion. For a com-
munication string w we define the weighted lexicographic order <\’ as follows. Let
c1, co be arbitrary communication strings. Without loss of generality we assume that
any protocol sends as a last message a unique message indicating the end of the com-
putation. Hence, particularly neither w can be a prefix of ¢; nor ¢; a prefix of w. Denote
by t, {1, {5 the numbers of units of w, ¢1, and c,, respectively. Let ¢ = min{t, {1, (5}.
Define

cp=w or
3 <0 [Vj <i:unitj(c) = unit;(w) = unit;(c2)] and
[unit; 1 (¢1) = unit;; 1 (w) # unit;1(cy) or

(unit;y1(c1) # unityyq (w) # unit;q(c2) and ¢ <jexc2)],

w
1< C2

where <., is the common lexicographical ordering of two strings. The idea behind
the definition of the ordering <{’_1is quite simple. The minimum string with respect to
the order is w. Next, if w = W W, ... W,, where WW; denotes the jth unit of w, then
c1<je co if 1 has longest prefix of units C,C ... C; that matches W, W, ... W, than
the string c,. In case the maximum prefixes of both strings have the same length the

common lexicographical ordering is used to compare c¢; and c;.

Lemma 4.7. For every a € B and every protocol A for computing a function f there
exists a communication protocol B computing fq. o with

CPRY(B) < s4(q,a) .

Additionally, B has the following properties. Let X = {z € B" : x;, = a}. Then B
starting with parameters w and r,, where w is an arbitrary communication string, and
rq is P,’s random bit string, simulates A such that

1. if pe(w) > 0 for some x € X then for every x', with i, (w) > 0, the com-
munication string of B during the simulation on x' is the same as during the
simulation on x;

2. for any x,2’ € X if ¢ is the minimum communication sequence with respect
to the order <}’ _in both sets {c : u,(c) > 0} and {c : p(c) > 0} then the
communication string of B during the simulation on x is the same as during the

simulation on '
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Proof. Let Vi, ..., V} be a partition of all players except for P, into subsets of max-
imum cardinality, such that for each set V), and every pair F;, P; € V), the player P;
is reachable from P; without passing F,. Let r, be P,’s random bits and w be an ar-
bitrary communication string. We construct a communication protocol by simulating
A and searching the minimum communication sequence according to <{* for F, that
has positive probability.

Let ¢ be the communication string observed by F, for a fixed content 7, ..., 7,
of the random tapes and input z. Every unit sequence unit;(c) of c is associated with
a subset 1}, and can deterministically be computed from the contents of the random
tapes of the players in V), U {F,}, the input of these players, and unit;(c) with ¢ <
J. Analogously, the index d of the subset V; that is associated to the unit sequence
unit;;;(c) can be determined from r,, x,, and the subsequences unit;(c) with i < j.
Let h(ry, x4, unity (c) . .. unit;(c)) be the function that determines this index.

We say that a string ¢’ is a valid prefix, if it can be extended to a communication
string ¢, i.e. ¢ = ¢'u for some string u such that 1, (¢) > 0 and P, makes an alternation
in ¢ between ¢’ and u.

Let RY be the sets of all possible contents of the random tapes of the players in V;
and let oy = ) be the empty string. Furthermore, let z* be the input of the players in
Vi. We simulate the private protocol A as follows: Initially, referee R sends r, and z,
to all parties Ay, ..., A;. Then we do the following iteratively for j = 1,2, .. .:

—lex

1. R computes index i; = h(ry, z,, (o, ..., aj_1)) and sends «, . .., a;_1 to the
party A; .

2. The party A;; determines the set H; of all strings « such that « is a unit and
Qp, - - ., 1, 1s a valid prefix of a communication string where the content of
the random' tapes of the players in V;, is in jo_l, the inputs of these players are
given by x'/, the content of F,’s random tape is 74, and FP,’s input is x,. A
chooses «; € H; such that for any o € H;

w
g, ..., 01,04 <

—lex

ag, ..., 051,

and RJ - R] as the set of all possible contents of the random tapes of the
players inV;, such that the prefix of the communication string observed by P, is
ai, ..., a],l, ;. Finally, A;; sends «; to the referee R.

3. Each party Ay # A;; chooses R = Ri_l.

To get a communication protocol, the parties Ay, ..., Ax, and R iteratively compute
15, o, and R‘Z until R determines the end of the simulation. The correctness of this
protocol follows from the correctness of the private protocol.

It remains to show that whenever Ay, ..., A;, and R generate two different commu-
nication strings for two different inputs x = (x!,...,2%) and 2’ = ((2')},..., (2')"),
then the two corresponding inputs = and x’ for the protocol A instantiate two different
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distributions p, and p, where the lexicographically minimum string according to the
ordering <;7 with positive probability in s, differs from the corresponding string with
positive probability in .

Letc = oy, ..., oy be the communication string computed during the simulation on
« and analogously let ¢’ = o, ..., a; be the communication string computed during
the simulation on z’. Note that we can assume that neither c is a prefix of ¢ nor ¢’ is a
prefix of c.

Let 7y be minimal such that o;, # o, and for all i < iy o; = «;. In the following

we assume that c<’ ¢’. We distinguish two cases:

1. Assume that oy, is not a prefix of ;. By our construction of the substrings
@, and o, it follows that if ji,/(cu, .. ., azy, u) > 0 for some u such that there
is an alternation between «q, . . ., o, and u, then our algorithm would prefer to
use «;, on input z’, too. Hence, pi,/ (v, ..., a;, u) = 0 for all such u. On the
other hand, for u = a;,11, ..., we have p (o, ..., ®;,u) > 0 and there is
an alternation between «, . . ., a;, and u. Thus, the lexicographically minimum
string according to the ordering <}’ with positive probability in /i, differs from
the corresponding string with positive probability in ¢,/.

2. Assume that a;, is a prefix of o . Note that we have ig < £. Then

O,y Qg Qi 41 ey ) - -, O
By our construction of ¢, it follows that if p,/ (v, ..., aigr1,u) > 0 for
some u such that there is an alternation between oy, . . ., o;, and u, then our al-
gorithm prefers to use «;,, a;,+1 on o', too. Hence, p,(avy, .. ., a4y, Qigr1,u) =
0 for all such u. On the other hand, for © = o 42,...,qp it is true that
fo(Qr, .oy @i, g1, ) > 0 and there is an alternation between a, .. ., a;,
and u. Thus, the lexicographically minimum string according to the ordering
<{’ with positive probability in u, differs from the corresponding string with

—lex

positive probability in .
[
From Lemmas 4.6 and 4.7, we get the following theorem.

Theorem 4.8. For a € B we have sg(q,a) = CPR(f,,).

5 Proofs of Theorems 3.2 and 3.3

Now we are capable of giving the missing proofs in Section 3. Theorem 3.2 follows
directly from the Lemmas 5.1 and 5.2 below. Theorem 3.3 follows from Lemma 5.3.

Lemma 5.1. Assume A is a protocol for computing f. Then we have the following
implications for every communication string c:
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(i) if(¢) =0, then for all x € X we have i, (¢) = 0 and

(ii) if ¥(¢) = X, then sg(q,a,b) = 1.

Proof. Ttem (i) follows from the definition of v in a straight-forward way. To prove
Item (if) assume that there exists a communication string ¢ with ¢(¢) = X. From
Lemma 4.7, for w = ¢ we can construct a communication protocol B for computing
fqa such that B on every x € X generates the same communication string. Using the
simulation presented in the proof of Lemma 4.6 we get sg(q, a,b) < 1. 0

Lemma 5.2. Let S4(q,a,b,7y) = {pt1, flay - -, b }. Let M = {¢1,¢9,...,¢0} be a
set of communication strings such that for every i € [ml], ¢; is the lexicographically
first string in {c | p;(c) > 0}. Then |M| > sq(q, a,b) and for every pair of different
¢;, ¢ we have (&) # ¥(¢;).

Proof. Denote by 7 the maximum length of communication strings ¢y, ¢o, c3, . .. and
let w be the lexicographically first string of length 7. From Lemma 4.7, we get that for
w we obtain the communication protocol B for computing f,., such that the number
of different communication strings of B on all z € X is equal to |[M|. Using the
simulation presented in the proof of Lemma 4.6 we get s¢(q, a,b) < |M]|.

To prove the second part of the lemma, note that for any ¢; we have ¢(¢;) # 0.
Now assume that ¢;, ¢; are two different communication strings with ¢(¢;) = ¥(¢&;). It
follows that for all z, 2’ € X we have p,(¢;) > 0 if and only if ./ (¢;) > 0. Hence,

éi,éj € {C ‘ ,uz(c) > O} N {C | ,Uj(C> > O} .

Because we have chosen ¢; as the lexicographically first element in {c | u;(¢) > 0} and
¢; as the lexicographically first element in {c | 11;(c) > 0}, by the property above we
have both ¢;<i.x¢; and ¢;<jex¢;, where <., means lexicographically smaller. Hence,
¢; = ¢;, a contradiction. O]

Lemma 5.3. Let S4(q,a,b,7y) = {1, p2, - . ., ftm } and assume that, for some i # j €
(m| and for some communication string ¢, we have 1;(¢), j1;(¢) > 0. Then s¢(q, a,b) <
m.

Proof. Assume that for some i # j € [m] we have a communication string ¢ with
wi(€), pj(¢) > 0. From Lemma 4.7 we get that for w = ¢ we can construct a commu-
nication protocol B for f,., such that the number of different communication strings
of Bonall z € X is smaller or equal to m — 1. Using the simulation presented in the
proof of Lemma 4.6 we get s¢(q,a,b) < m — 1. O

6 One-Phase Protocols

We start our study of one-phase protocols with considering networks that consist of
one bridge player who is incident with d blocks. For the case that the order in which

21



the bridge player communicates with the blocks is fixed for all inputs, we give a rela-
tionship between the size of the information source of one-phase protocols and com-
munication size of multi-party one-way protocols. We prove that for some Boolean
functions there exists no fixed order that minimizes the loss of information of all one-
phase protocols. On the other hand we show that for every symmetric Boolean function
one-phase protocols can minimize the loss of information when the bridge player sorts
the blocks by increasing size. Then we present a generalization of this approach pro-
viding a simple one-phase protocol on arbitrarily connected network that is optimal
for every symmetric function. Thus, restricting to one-phase protocols we are able
to provide a generic protocol for symmetric functions which guarantees minimum in-
formation loss. For non-symmetric functions no such generic protocols are known so
far.

6.1 Orderings

In this section we show a relationship between the size of the information source of
ordered one-phase protocols and communication size. We use this result to construct
optimal one-phase protocols for symmetric functions.

It is easy to see that in any 2-party communication protocol, the party that starts
sending messages to the other party is independent of the input. Analogously, we can
show the following fact.

Observation 6.1. Let G be a connected network with one bridge player P, and let A
be a one-phase protocol on G. Then, the choice of the first block that P, exchanges
messages with is independent of the actual input x; of all other players P; # P,

Nevertheless, the communication order of P, can depend on the input of F,.

A natural extension of the two-party scenario for one-way communication is a
scenario in which the parties use a directed chain for communication. Hence, we
consider parties Ay, ..., A, that are connected by a directed chain, i.e. A; can only
send messages to A;,;. For a communication protocol B on GG and i € [d] let S;7(B)
be the number of possible communication sequences on the subnetwork of A, ..., A;.
Each communication protocol B can be modified without increasing S;”(B) (i € [d])
in the following way: Every party A; first sends the messages it has received from A;
to A, followed by the messages it has to send according to 3. In the following we
restrict ourselves to communication protocols of this form.

If the network G consists of d blocks B; with ¢ € [d] and one bridge player P,
we consider a chain of d parties Ay, ..., Ay. For a o-ordered one-phase protocol A,
we assume that the enumeration of the blocks reflects the ordering . Analogously
to our simulation in Section 4, we have to determine the input bits of the parties in
the chain according to the input bits of the players in the protocol. In the following
we will assume that A; knows the input bits of the players in B;. Thus, each party
A; has to know the input bit x, of the bridge player P,. Therefore, we will investi-
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gate the restricted function f,., whenever we analyze the communication size of a
communication protocol.
For a o-ordered protocol A define

Sil(q.a.b,r) = {ftz | 2, = a:and f(a) = b},

where
fiz(Cr) = § Pr[Cy = c | rg, 2]
¢ with ¢, = unity (c) . .. unit;(c)
and ¢y, ¢y, ¢3, . . . is a fixed enumeration of all strings describing the communication of
P, in the first 7 unit sequences.

Lemma 6.2. For a € B let B be a d-party one-way communication protocol com-
puting fqcq on a chain network. Then there exists a o-ordered one-phase protocol A
computing f such that for all i € [d — 1] and for every content r, of P,’s random tape

S (B) = |8%(q,a,0,r,) USY(g,a,1,7,)| .

Proof. We use a simulation analogous to the simulation in Lemma 4.2. Let Z; be the
set of input positions known by the players in B; except for F,. Recall, that for a
string x € B" and a set I = {iy,49,...,0}, with 1 < iy < iy < ... < i < nwe
define the string z; € Bl as z;,2;, ... 2;,. Then for a fixed input a € B of player
P, we define a partition of input strings x € B", restricted the strings with z, = a as
follows. For i = 1 we divide the input strings into three disjoint subsets: )}, V], and
VL. The first subset V3 contains all input strings x such that the function obtained from
f by specializing the positions in Z; to the values given by x[Z;| becomes the constant
function 0. Analogously, Y| contains strings x such that ( qul)Il ] = 1. Thus, for
all inputs in )} or in Y} the value of the function f can be determined after the first
alternation. The subset )} contains the remaining strings (the subscript u stands for
undetermined as yet). In general, we partition inductively, the sets J)*~! into three sets:
Vi, Vi, and ), restricting the positions to Z; known to the players of the i-th block.

u?

Formally, define Y° = B"~! and foralli = 1,...,d let
Vo = {zey "] (fq%a)zﬁ_z[zi] =0},
YV, = {xe)yit (fq<—a)L~<—:v[L-] =1}, and
Yo = BTN\UiL Q5 U )

Now, we can conclude for any input z € B" with z, = a:

o If z € Uj.zl J, then the resulting distribution is in SEJ (¢,a,0,r,) but not in
SE} (q,a,1,r,).

o Ifz € U;Zl V!, then the resulting distribution is in Sff(q, a,1,r,) but not in
SJ[fJ (q,a,0,r,).
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e If z € ), then the resulting distribution is in Sﬁ] (g,a,1,ry) N Si] (q,a,0,7y).

Each possible communication sequence on the subnetwork of Ay, ..., A;;; results
in exactly one distribution in Si](q, a,0,7,) U S%(q, a,1,7,). Thus, the lemma is
proved. [

Lemma 6.3. Let A be a o-ordered one-phase protocol for computing f on a network
as described above. Then for every a € B and every content r, of P,’s random tape
there exists a one-way communication protocol B for computing fq., such that for all
i€ld—1]

S7(B) < |84(0.0.0,7) US (.0, 1.7y)]

Proof. Analogously to our simulation in Lemma 4.3 the parties A; compute the lexi-
cographically minimum unit sequences describing the communication of F, with the
players in B; on input z[Z;] and z,, where the unit sequences for the communication of
P, with the players of the blocks B, ..., B;_; are determined by the communication
string on the subnetwork of Ay, ..., A;. Each distribution gives at most one communi-
cation sequence on the subnetwork on Ay, ..., A;;1. The lemma follows directly. []

The simulations above give us even more.

Proposition 6.4. Let a € B and B be a communication protocol for computing fy.,
on a chain network. Then there exists a o-ordered one-phase protocol A for computing
f such that for all b € B, every j € [d — 1], and every content r,, of P,’s random tape
the following holds:

If we restrict the inputs to x € B" ! with f,. ,(x) = b, the number of pos-
sible communication sequences on the subnetwork Ay, ..., A;\1 is given
by [ S5 (q.a.b.7,)

y A Q7 CL, 7qu .

Furthermore, let A be a o-ordered one-phase protocol for computing f on a network
as described above. Then for every a € B, every content r, of P,’s random tape, and
every b € B there exists a one-way communication protocol B for computing f,,
such that the following properties hold for all i € [d — 1]:

If we restrict the inputs to x € B" ! with f,. .(x) = b, the number of
possible communication sequences on the subnetwork of Ay, A s
bounded from above by ]SJ[ZJ (q,a,b,1y)|

We finish this section with an observation on the structure of the possible com-
munication sequences of an optimal communication protocol on a chain network
Ayq,...,Ag. Let By, ..., By denote the blocks of GG and for any ¢ let Z; denote the
set of input positions known by the players in B; except for F,. Then such an optimal
communication protocol specifies the subfunctions

fi,x = (flﬂ—a) (U;lej) — CE[U;:I ;] )
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for any input x for any ¢ < d by the corresponding communication string on the
link between A; and A;,;. As we have seen above, we do not increase the number
of communication strings in the subnetwork A, ..., A;,1, if the message sent by A;
specifies all subfunctions f; ,, ..., f; .. Hence, the number of possible communication
sequences on the network Aj,..., Ay is at least the number of different sequences
fiz, -, fa—1,, where we vary over the different inputs z.

6.2 Orderings for Symmetric Functions on One-Bridge Networks

If we restrict ourselves to symmetric Boolean functions f, we can show a simple order-
ing for one-phase protocols on one-bridge networks that guarantees minimum informa-
tion loss. In the next section this result will be extended to arbitrary 2-edge-connected
networks.

Arpe et al. [1] have proved the following for symmetric Boolean functions with a
fixed partition of the input bits: for all 4, S;”(5) can be minimized, if the number of
bits known by the parties in the chain corresponds to the position of the party, i.e. the
first party knows the smallest number of input bits, the second party knows the second
smallest number, and so on.

This observation is also valid, if we count the number of communication sequences
in a chain network for inputs = with f(x) = 1 and if we count the number of commu-
nication sequences in a chain network for inputs = with f(x) = 0. By combining these
observations with Proposition 6.4 we obtain the following lemma.

Lemma 6.5. Let G be a connected network with one bridge player P, and d blocks
and let o be a one phase ordering that enumerates the blocks of G according to their
size. Moreover, let A' be an ordered one-phase protocol for computing a symmetric
function f. Then there exists a one-phase protocol A for f that is o-ordered and such
that for all a,b € B, for all i < d — 1, and every content r, of P,’s random tape

S8 (q,a,b,7)| < |8%(q,a,0,7,)] .

On the other hand, after finishing the computation steps with the players of the
first d — 1 blocks, P, can start a protocol for computing the final function value by
exchanging messages with the players of the last block. According to the definition of
protocols in 2-connected graphs, no player can learn anything about the inputs of the
other players that cannot be derived from its own input and the result of the function.
This implies that for all a, b € B and every content r, of P, random tape

SN @bl = 1Salg, bl
To prove that a one-phase protocol .4 that uses an order like in Lemma 6.5 is optimal

with respect to the size of the information source of the bridge player F,, it remains to
show that the information source of such a protocol is also smaller than the information
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source of every non-ordered one-phase protocols A’. However, before we prove this
claim we need to introduce the auxiliary notion of quasi-ordering.

We call a protocol A quasi-ordered if for every z € B" and for every content r, for
P,’s random tape, there exists a one-phase ordering o such that every communication
string ¢ with y1,.(¢) > 01is o-ordered. Note that this ordering is not necessarily the same
for all inputs. However, given any input and F,’s random tape, the ordering is fixed.
Below we prove an important feature of quasi-ordering saying that for every function
there exists a quasi-ordered one-phase protocol which minimizes the size of the bridge
players’ information source. One can show that the analogous property does not hold
for ordered one-phase protocols.

Fact 6.6. Let G be a connected network with one bridge player P, and d blocks. Then
for every one-phase protocol A there exists a quasi-ordered one-phase protocol A’
computing the same function as A such that for all a,b € B and every content r, of
P,’s random tape

S.A(q7 a, b7 Tq) 2 S.A'((L a, b7 rq) .

Proof. We prove this lemma by induction in the number of blocks of the graph. The
lemma follows from Observation 6.1 for every function and every connected network
G with one bridge player P, and two blocks.

Let us now assume that the claim holds for every function and every connected
network with one bridge player P, and d — 1 blocks. Let G be a connected network
with one bridge player P, and d blocks, let f be the function we want to compute on
G, and A be a one-phase protocol for computing f on G.

Assume x, = a be P;’s input bit and r, the content of I,’s random tape. According
to Observation 6.1, the block with which P, starts to exchange messages is independent
of the actual input z; of all other players P; # P,. Thus the index 7; of the block, that
we denote here as B;,, can be determined by a and r,. For every input x € B" with
x4, = a the first unit sequence has to determine the type of the subfunction f; ,. Recall,
the subfunctions f; , are defined in Equation (1).

Let F' be the set of all different subfunctions f; , (recall, x € B" with z, = a). Let
t = | F|. For every subfunction h; € F let & be a fixed input with h = f ; and let ¢, be
a string that describes the communication between P, and B;, on input Z with positive
probability. Let A; be the part of the protocol in which A continues its computation
after seeing c;. Then for every b € B the following inequality holds:

t
SA(q7 a, ba Tq) Z Z S.Aj (q7 a, b7 Tq) .
j=1

By the induction hypothesis for every j € [t] there exists a quasi-ordered protocol A}
that computes the same function f; on the same network as A; and

SA]. <Q7 a, b7 rq) Z S.A; (Q) a, b) Tq) .
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On the other hand, for every input z the bridge player F, can determine the subfunc-
tions fi, on the block B;, privately. Denote the corresponding protocol by Aj. Now,
let A’ be the quasi-ordered one-phase protocol that we get by combining the protocol

Afjand A7, ..., Aj. Then

t t
SA(% a, b7 rq) Z Z S.Aj (qa a, ba Tq) Z Z S.A; (Q7 a, b7 7aq) = S.A’(qv a, ba Tq) .

J=1

The claim follows, since both .4 and A" are one-phase protocols for computing the
same function. U

Now we are ready to give the main result of this section.

Lemma 6.7. Let G be a connected network with one bridge player P, and d blocks.
Let 0 be a one-phase ordering that enumerates the blocks of G according to their size.
Then for every one-phase protocol A" for computing a symmetric function f there
exists a o-ordered one-phase protocol A computing f such that for all a,b € B

S.A(q7 a, b) S S.A’(Q7 a, b) .

Proof. 1f A’ is an ordered protocol then the claim follows directly from Lemma 6.5.
By contradiction let us assume that there exists a non-ordered one-phase protocol
A’ such that for every ordered one-phase protocols A there exist a, b € B for which

SA((], a, b) > S.A/((L a, b) . (2)

By Fact 6.6 we can assume that A’ is quasi-ordered.

In the following we will assume, that 7 is a one-phase ordering that enumerates the
blocks of GG according to their size and fulfills the following additional property: If G
has two or more blocks of the same size, then the blocks are ordered in m according to
their indices. Note that this ordering is well-defined. For any one-phase communica-
tion string ¢ of the bridge player P, let A(c) denote the number of sequences unit;(c)
in ¢ such that the suffix: unit;(c)...unity(c) violates the ordering of m, i.e. there are
two blocks B;, By, such that

e B; and By, have their corresponding sequences in the suffix unit;(c) . .. unit4(c),
e in the suffix unit that corresponds to 5y, is ranged before unit of B}, and
e according to the ordering 7, I3; is ranged before Bj,.

We call A(c) the degree of disorder of ¢. By A4 we denote the sum of degrees A(c)
over all inputs x € B", all contents of F,’s random tape 7,, and all communication
strings ¢, with p,(c) > 0:

=22 2. A0,

z€B™ 7q cwith pz(c)>0
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Note that in the sum above we can count degrees of disorders of some communication
strings ¢ multiple times, e.g. if for z, 2’ € B" and some r, and 7, we have pz(c) >0
and /1,7 (c) > 0 then we count A(c) at least twice.

Now let A’ — a quasi-ordered one-phase protocol fulfilling property (2), be such
that additionally .4’ has a minimum degree of disorder A 4 over all quasi-ordered one-
phase protocols fulfilling (2). We will show that existence of such protocol A’ leads to
a contradiction.

Let k£ € [d] be the maximum integer such that for some & € B, T4, and ¢, with
. (¢) > 0, the suffix

unity(¢) unitg1(¢) . . . unity(¢)

of ¢ has exactly one disorder, i.e. if blocks B;, correspond to the units unit;(¢) then
there exists a block B;, with k' > k such that B; , is ranged before B;, with respect
to .

Let A” be the part of the protocol of A’ that determines the behavior of P, with
input bit z, and content of random tape 7, after receiving

unity (¢) unite(é) . . . unity_(¢).

Note that A" evaluates the function f;, _;; on the subgraph of G that consists of
the blocks B;,, ..., B;, only (recall, f;, are defined in Equation (1)). Since A" is
ordered and f;, 1, is a symmetric function, we can apply Lemma 6.5 and modify
A" to the protocol A computing f;, 1, such that .A) communicates with the blocks
B,,, ..., B;, according to their size. Moreover A}, does not increase the information
loss with respect to A”.

Finally, we modify .4’ by replacing .A” with A”. The resulting protocol, that we
denote by A, is still quasi-ordered and it is true that s 4(q, a,b) > s (q,a,b). Thus,
Al satisfies (2). Moreover, from the construction it follows that the degree of disorder
Ay of A} is properly smaller than the degree of disorder A 4 of A’. But this contra-
dicts our assumption that .4’ has a minimum degree of disorder over all quasi-ordered
one-phase protocols fulfilling (2). 0

6.3 An Optimal One-Phase Protocol for Symmetric Functions

The result of the previous section can be generalized to networks with more than one
bridge player. For a given bridge player P, let GGy, . . . , G, be the connected subgraphs
obtained by deleting P, with |G;| < |G;41|. We say that P, works in increasing order,
if it starts communicating with G, then with GG, and so on. We call a one-phase
protocol A increasing-ordered, if every bridge player works in increasing order. This
generalizes the ordering of A chosen in Lemma 6.7. For example, if we have a graph
G with two bridge nodes ¢, g2, and three blocks By, Bs, B3 such that By N By = {¢; }
and B, N B3 = {QQ} and |Bl| —1< |BQ| + |B3| — 2 and |Bl| + |BQ| —2< |Bg| —1
then a protocol works in increasing order, if P, communicates first with 5B; and then
with By U By and P,, communicates first with B; U B, and then with Bs.
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Theorem 6.8. Let G be a 2-edge-connected network and f be a symmetric Boolean
function. Then there exists an increasing-ordered one-phase protocol A for f on G
such that for every one-phase protocol A’ for f on G, for every player P;, and for all
a,b € B, we have

sa(iya,b) < sa(i,a,b).

Proof. Assume G is a 2-edge-connected network. Let P, be any bridge node in G and
let G,(1),...,G,(d,) be the connected subgraphs obtained by deleting P,. Without
loss of generality let us assume that the subgraphs are enumerated in such a way that
|G4(1)] < 1G,(2)] < ... < |G,(d,)]. For an example graph see Fig. 1. Our aim is to
construct an increasing-ordered one-phase protocol which minimizes the loss of infor-
mation among all one-phase protocols. Performing our protocol, every bridge node P,
should communicate first with G, (1) then with G,(2), and so on. The optimality of our
protocol will follow easily from Proposition 6.4 and Lemma 6.7. The main problem
we have to solve is how the bridge players synchronize the computations.

The computation proceeds in a tree-like fashion. Among all bridge players we
distinguish one so called root player description of which will be given below. The
remaining (non-root) bridge players P, will communicate successively with subgraphs
G4(1),G,4(2),...,G4(d, — 1) to determine information which is sufficient to compute
the goal function f when the communication of P, is restricted only to the subgraph
G4(d,). The root player, which we denote as P;, computes finally the function f
communicating with the subgraphs G4(1), G4(2), ..., G4(d;) in this order.

We choose as root the bridge node P; satisfying

|Gé(dd)| < |Gq(dq>| (3)

for every bridge player F,. If there are more players fulfilling this condition, we chose
one of them as the root arbitrarily.

Now we are ready to describe the algorithm. We start with the description for non-
root players. Let P, be such a player and let Z; be the set of indices of the players in
G, (7). For easier notion let Zy = {q}. Thus x[Zy] denotes just input bit z,. Player P,
performs iteratively d, — 1 stages, fori = 1,...,d, — 1, to determine functions

fi,x = f(U;.ZOIj) — ac[Ué:o Z;l-

To this end, for any i, P, chooses an arbitrary string «; over B of length | U;;B Z;|
such that f(Uzgé I) e a; = fi—1, and it simulates the communication with the players
= [3

in Gy(1) U...UG,(i — 1) as players with input ;. After finishing the last stage, P,
chooses an arbitrary string g, over B of length | U?q:_ol Z;| such that

dg—1 - —
f(Ujio I;) + aq, qu 1,z

and then P, takes part in computations performed by bridge players contained in
Gy(d,). If P, needs to compute a communication string which depends on players
inGy(1)U...UG,(d, — 1) it simulates the computation as with players on input oy, .

29



For example, for the graph G shown in Fig. 1 player P, determines first the func-
tion fi, communicating with the graph G;(1) (in the figure this is the subgraph
with label 2 denoting its size) and next the function f;, communicating with G;(2)
(i.e. the subgraph with label 3). Then P, takes part in computations performed by
bridge players contained in G(3). In our example the subgraph G(3) is equal to
G\ (G1(1) UG1(2) U{P,}). Similarly player P, communicates first with Go(1), next
with G5(2) (both subgraphs have label 2) to specify the function f2.. and then P, takes
part in computations performed by bridge players in G5(3), etc.

The root player F; determines in d; stages, fori = 1, ..., d;, functions

fiw = FUiso 1) « elUi_y 1)

=0

where Z; denotes the set of indices of the players in G4(i). To this end P; proceeds
analogously to the non-root players. Obviously, we have that f4, . is a constant func-
tion and that fdw = f(x). Thus P; computes f on z.
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Figure 1: An example graph G with five bridge nodes: P, ..., P;. Blocks are il-
lustrated by ovals and the numbers inside represent sizes of blocks (excluding bridge
nodes). For P, we have three subgraphs G1(1), G1(2), and G1(3) of sizes 2, 3, resp.
45. For the remaining bridge nodes we have: |Go(1)] = 2, |G2(2)] = 2, |G2(3)| = 46;
|G3(1)] = 9,|G3(2)] = 11,|G3(3)] = 30; |G4(1)] = 22,|G4(2)] = 28; and
|G5(1)| = 5,|G5(2)| = 10, |G5(3)| = 35. Thus, the root is P;.

The protocol is well defined if one can perform stages of bridge players in such
order that for every P, and all 7, with 1 < ¢ < dy—1, when P, is executing stage i then
any bridge player P, contained in subgraph G, () has finished stages 1,2, ...,d, — 1.
For example, for the graph shown in Fig. 1, this property is true if one executes the
protocol for the bridge nodes e.g. in the following order: P, P, Ps, P5 and finally P;.

30



Note that using this order, if e.g. P; communicates in its first stage with the graph
G3(1) and if during this communication P, needs to compute a string which depends
on players in Go(1) U G5(2) then P, is able to compute such a string without any
communication with players in G5(1) U G2(2) since P, has finished its stage 1 and 2.

The global order of executions which fulfills the property above can be chosen as
follows: one performs the protocol for the bridge nodes in order P, , P, , ..., P, = F;
such that

|GQ1(dQ1)| > |GQ2<dQ2)’ 2.2 |GQk(ko)|

The correctness of such order follows from the following property: For every pair of
bridge nodes P, and Py it is true

’Gq(dq)‘ > |Gq’(dq’)‘ = Pq’ € Gq(dq>'

To see this, assume that |G,(d,)| > |G, (dy)|. If Py € G,(i), for some ¢ with 1 <
i < d, — 1 then one can deduce that some subgraph G, (j), with 1 < j < d,, contains
G,(d,) and P,. Thus, we get |G,(d,)| < |Gy (j)| < |Gy (dy)|, a contradiction.

Now we prove that the size of the information source of every player is minimal.
The protocol can be implemented in such a way that every non-bridge player does
not learn anything, not even the function value. Hence, the protocol is lossless with
respect to any non-bridge player and it remains considering the bridge players. The
only information a bridge player P, can derive from the messages exchanged with
the players of its incident blocks are the subfunctions f; ,. This sequence gives the
minimum communication size S;’ in a communication protocol on a chain where the
parties are ordered according to the ordering chosen by our protocol. If the function
computed is symmetric, we can apply Proposition 6.4 and Lemma 6.7 to show that the
ordering of the blocks for computing the sequence is optimal with respect to the size
of the information source. [

Corollary 6.9. The protocol presented in the proof of Theorem 6.8 is optimal for one-
phase computations of symmetric functions with respect to the size of the information
source.

7 A Phase Hierarchy

In this section we show that there are functions for which the size of the information
source of some player for a (k — 1)-phase protocol is exponentially larger than for a
k-phase protocol. The natural candidate for proving such results is the pointer jumping
function p;: Our network G has two blocks A and B, one of size nlog n and the other
of size nlogn + 1, sharing one bridge player P,. For simplicity we assume that A
and B are complete subgraphs. The input bits represent two lists of n pointers, each
of length log n bits. The input bit of F; belongs to the list of the smaller component.
Starting with some predetermined pointer of A, the task is to follow these pointers, find
the jth pointer and output the parity of the bits of the jth pointer. We get the following
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upper bound for k-phase protocols. (Recall that k-phase protocols can simulate 2k — 1
rounds, since each phase except for the first one can simulate two communication
rounds.)

Theorem 7.1. For py, 1, sk (i, a,b) = 2918 for all a, b.

Proof. The players holding the bits of a particular pointer send their bits to P;. (If A or
B is not a complete graph, then the protocol can be modified such that it is private for
the players other than P; as follows: Each player sends his bit masked with a random
bit on one path to P; and the random bit on another path. This is possible since A and
B are blocks. Furthermore, all other players of the block do the same, but with two
random bits. This is done to prevent players from learning something by not getting
a message.) Then P, informs the players to which the received pointer points. The
informed players send their bits to P; and so on. After 2k — 1 iterations, P; simply
computes the parity of the last pointer received. In this way, P; learns O(k logn) bits.
In the worst-case, all pointers involved point from A to B and vice versa. In this case,
the number of phases is k. 0

Define DC? and CP’ in the same manner as DC and CP, but by minimizing over
j-round communication protocols instead of arbitrary communication protocols.
51057

Theorem 7.2. Let A be a protocol for computing par._1. Then sﬁ(l (1,a,b) =2
for all a,b.

Proof. By Lemmas 4.2 and 4.3 we have s '(i,a,b) = ©(CP**(py;_1)). By the
following Lemma 7.3, CP?~3(py,_y) > 22PC* P 21-1)/k)  Now the result follows
by the lower bound DC*~2(py,_1) = Q(n/logk) for py,_; proved by Nisan and
Wigderson [16]. L]

The following lemma remains to be proved.
Lemma 7.3. For any Boolean function f, we have log(CP?(f)) > Q(DC?(f)/j).

Proof. Consider a protocol tree 7" for f with j rounds that has a minimum number of
leaves. We modify 7" as follows: Consider the subtree S induced by nodes belonging
to the first round. We can replace S by a balanced tree without changing the outcome
of the protocol. Then we change all subtrees corresponding to the second round in
the same manner and so forth. Call the resulting tree 7”. By construction, 7" has
still j rounds and the number of leaves of 1" and 7" are the same. But each subtree
corresponding to a particular round is balanced.

Consider a longest path P in 7" and let hy, ..., h; be the length of the subpaths
of P corresponding to the rounds 1,.. ., j, respectively. The number of leaves of 7"
is at least Y 7_, 2"~1, since we balanced all subtrees belonging to a particular round.
In particular, CP/(f) > S7_ 2%~ On the other hand, the height of 7" is h =
hi + ...+ h;. Therefore h > DC’(f). The value S7_, 2"~ attains its minimum
if hy = ... = hj. In this case >.7_ 2"~' = j . 2"/J=1_ Therefore, log CP’(f) >
h/j — 1+ log j, which proves the claim. 0

32



8 Conclusions and Open Problems

We have considered distributed protocols in “non-private” environments: networks
that are connected but not 2-connected. Since private computation of arbitrary Boolean
functions is impossible on such networks, we have introduced a new measure for the
information that can be inferred from seeing particular communication strings and
discussed some general properties of protocols with respect to this measure. A natural
question that arises is finding optimal protocols for some concrete functions.

For common Boolean functions like e.g. threshold (f,,(z1,...,2,) = 1 if and
only if Y"1  x; > ny, particularly disjunction (ny = 1), conjunction (ng = n), and
majority (ng = f"THD) and counting modulo p (i.e. g,(21,...,x,) = 1 if and only if

>, z; =0 (mod p)), we can prove that the information loss to any player does not
depend on the ordering in which a one-phase protocol computes any of these functions,
if each block has size at least n( and p, respectively.

Proposition 8.1. Let a network be given on which we want to compute f,, or g,. Each
block of the network has size at least ny or p — 1, respectively. Then the loss to each
bridge player in an optimal one-phase protocol does not depend on the ordering in
which the bridge players communicate with their incident blocks.

Proof. Tt suffices to prove the proposition for networks consisting of a single bridge
player P, incident with & blocks (k£ > 2).

We start with considering g,. Since any block has size at least p — 1, there have to
be p different strings P, can receive from £ — 1 of its incident block (all but the one he
communicates with last). This is independent of the ordering, in which he communi-
cates with his incident blocks. The claim of the proposition follows immediately.

Now let us consider f,,,. For the first block P, communicates with, there are exactly
ng + 1 possibilities that have to be distinguished: 0 ones, 1 one, ..., ng — 1 ones, and
no ones (which means that the result is one independently of the input bits hold in the
other blocks). If P, receives m € [no] U {0}, there remain ng + 1 — m possibilities
to distinguish and so on. None of the considerations depends on the ordering in which
P, communicates with his incident blocks, since any of these blocks has size at least
ng. The proposition follows. [

If we have blocks consisting of less than p—1 nodes, there can be a difference in the
size of P,’s information source depending on the order. Consider a network consisting
of one block of size, say, k < p— 1 and another block of size n —k > p—1. Our aim is
to find out, whether the number of ones is 0 (mod p). If P, starts his communication
with the smaller block, the size of his information source is clearly £ + 1. On the other
hand, if he starts his communication with the larger block, the size of his information
source is k + 2: For any 0 < 7 < k we have a string saying “the result is 1 if there are
exactly k ones in the smaller block” plus one string saying “result 1 cannot be achieved
anymore”. This observation can easily be modified for threshold functions.
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In general, the size of the information source while communicating in one order
can be exponentially larger than the size obtained by communication in another order.
This is true, even if we restrict ourselves to symmetric functions.

Proposition 8.2. There is a symmetric function f, a network G with one bridge player
» and two orderings o and o’ such that s¢(q,1,1,0) = O(log s¢(q,1,1,0")).

Proof. For¢ € N,letn =2°— 1. Forz1,...,x, € B, let
n /—1 i
Y= Ti =D Y2 .

For simplicity, we call the binary string of length that represents y again y. We split
y into two parts: @ = y4-1...Y and z = y,_1...y4. We choose d maximal with
2¢ < ¢ — d. Note that (by abusing notation) we also have a = Z?:_Ol ;2. Then

f(xlv - >$n) = Ya+d+1 -

Thus, we use the lower part of the sum y of the inputs bits to address a bit in the higher
part of y.

The network we use will be quite simple. We have two blocks consisting of 2¢ and
n— 2% —1 nodes, respectively. (Note that n = © (22d) .) Furthermore, we have a bridge
player P, which is part of both blocks. If P, starts communication with the smaller
block, we can easily achieve that the size of his information source is at most 24 4 1.

It remains to show that the size of F,’s information source is at least 20=d=1 "thus
exponentially larger. If the size of his information source is smaller, there are at least
two different indistinguishable input strings w and w’ for the larger block with #w and
#w' ones such that #w = 0 (mod 2)?*! and #w = 0 (mod 2)4*1. Let v be an input
string with #v ones for the smaller block such that the d+ 1+ #wv’s bit of #w and #w’
is different. The function value on w and w’ together with v is different. But since w
and w’ are indistinguishable and v is fixed, the protocol computes the same result for
either input, a contradiction. U

For one-phase protocols for symmetric Boolean functions, we have been able to
minimize the number of bits a player learns for all players simultaneously. An obvious
question concerns minimizing the loss of more than one bridge player simultaneously
for general functions. For one-phase protocols, the answer is negative: Consider the
function f given by

1 ifz; @ 2 ® 23 =& and T = ¥ and

f(anx17y07y1a217227Z3) = {0 otherwise

Here ¥y, 71, 4o, and g/ are bit vectors of length n and z1, 29, and z3 are single bits. We
compute f on the following network: 7 and ¥, are distributed within one block (Bx),
7o and g1 are distributed within another block (By). 21, 22, and z3 build a third block
(By), while z; is shared with the By and z3 is shared with the By-.
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In any one-phase protocol for f, either P., or P,, learns at least 2n bits, the other
one learns at least n + 1 bits.

Now we want to prove that this is optimal: The sum of bits learned by P., and P, is
always at least 3n+-1. There are three different possibilities of one-way communication
for this graph: all communication goes from left to right or from right to left or both
blocks By and By send to Bz. Due to symmetry, we restrict ourselves to considering
the first and third case.

We first consider the case that all communication goes from left to right. Assume
that P,, learns less than 2n bits while z; = 0. Then there are at least two different
inputs 7o, Z; and Z,, 7 that are indistinguishable for the middle and the right compo-
nent. Assume w.l.o.g. that 7y # (. Choose 22 and z3 such that £ = 0. Then either
for oy = & or for ¥y = Z[, we get a wrong function value. We can argue similarly to
prove that P, has to learn n + 1 bits. Otherwise, either ¢ is unknown in By or there
are at least two different possible strings to compare with. In either case we obtain a
contradiction.

Now we consider the case that both blocks Bx and By send to the B;. We can
argue similarly as in the previous case: If P,, learns less than 2n bits, there are at least
two different inputs for By that cannot be distinguished. The same holds for the right
component. Thus, both P,, and P,, must learn at least 2n bits each.

On the other hand, using two phases we can achieve the minimum loss of n + 1
bits to each bridge player. Compute ¢ and send it to both blocks Bx and By. Then
these blocks send x* and i, respectively, to B, which finally computes f.

It is open whether there exist functions and networks that do not allow to minimize
the loss to each bridge player simultaneously. If such functions exist, it would be
interesting trying to minimize some function depending on the information loss to each
player instead of minimizing the loss to each player separately. One simple example
one might want to examine is the sum of loss to each player.

Other future work is to generalize the model to ¢-privacy: How much information
does any group of at most ¢ players learn while computing the function?
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